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Abstract

The lack of Source Address Validation (SAV) is a signif-
icant vulnerability of the Internet, which is abused in many
Denial-of-Service (DoS) and other attacks. Several IETF
RFCs define easy-to-deploy, non-interactive SAV designs;
the IETF is currently developing another SAV mechanism,
BAR-SAYV, which, as its name suggests, uses BGP, ASPA (Au-
tonomous System Provider Authorization), and ROA (Route
Origin Authorization) data. However, no comparative evalua-
tion of the potential impact of their large-scale deployment
has been done. A recent survey of network vendors and oper-
ators indicates that more efficacy data and usage guidelines
are necessary to motivate their adoption.

We present EZ-SAVE, the first simulation-based analysis
evaluating easy-to-deploy SAV policies. We measure both
the spoofed traffic detection rates and the legitimate traffic
filtering (false-positive) rates for each standard and proposed
design at different adoption rates, using a realistic Internet
topology and traffic engineering policies. Our results reveal
several significant insights that may assist and guide the stan-
dardization process as well as developers and operators. In
particular, we find that BAR-SAV proves to be the most effec-
tive design that features high spoof detection rates and low (or
even zero) false-positive rates, motivating its standardization
and deployment. Our results also provide operators with guid-
ance on other SAV mechanisms that are effective for specific
scenarios. In addition, our results highlight the importance of
using realistic export policies for SAV evaluation.

1 Introduction

Currently, the Internet does not provide ubiquitous Source
Address Validation (SAV). Packets with a spoofed source 1P
address are not always blocked (filtered). In fact, if not fil-
tered by the originating network, spoofed packets often reach
their destinations. IP spoofing is exploited in many of the
Distributed Denial of Service (DDoS) attacks, and can also
be abused for Domain Name System (DNS) poisoning, side-
channels, Transmission Control Protocol (TCP) injection, and
other off-path attacks [28, 31, 32, 36, 41, 74]. The lack of SAV

was recognized as a major vulnerability as early as Bellovin’s
seminal 1989 paper [8], yet it persists.

In particular, in reflection/amplification DDoS attacks, the
attacker sends spoofed requests with the victim’s IP to pub-
lic servers, which unknowingly respond to the victim, often
with amplified traffic. Amplifying DDoS attacks are notorious
for being relatively simple to execute, while repeatedly caus-
ing widespread disruptions [2]. Despite available patches for
known amplifiers (e.g., DNS, NTP (Network Time Protocol),
and faulty TCP servers), many servers remain vulnerable, and
new vulnerabilities continue to be discovered, e.g., [61], [62].

To mitigate spoofing, SAV mechanisms are used. The basic
ingress filtering mechanism [6, 24] drops packets originating
from an edge network if their source IP address is not part of
the network’s assigned prefix (e.g., a cable modem termina-
tion system blocking source IP addresses outside the prefix
assigned to a broadband cable access network). If ingress
filtering were universally adopted and enforced in every au-
tonomous system (AS), then spoofing attacks would be miti-
gated. However, in practice, many ASes in the Internet do not
implement ingress filtering. Reasons for not implementing
ingress filtering include concerns about blocking legitimate
traffic, attracting spoofing customers, lack of time and exper-
tise, equipment limitations, and cost considerations [48, 51].

This motivates the use of additional automated SAV mech-
anisms to filter packets at ASes interior to the Internet, away
from the edge, i.e., as the packets flow via transit ASes to their
destinations. In fact, Park et al. [64] argue that IP spoofing
can be significantly reduced even if only a modest percentage
(e.g., 20%) of the ASes filters packets received from a neigh-
bor AS when the path from the source IP to the destination
IP does not pass via that neighbor.

However, how would AS X, receiving a packet from neigh-
bor Y, know if the path from the source IP to the destination
IP includes the link from AS Y to AS X? Note that the Bor-
der Gateway Protocol (BGP) data allows AS X to know the
path from itself to the origin (based on the announcement
AS X receives from the origin), not the path from the origin
to AS X, which can be different due to asymmetric routing,
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and the path to the destination may not even pass via AS X.
Therefore, making SAV-filtering decisions based on BGP data
is inherently susceptible to errors: both false positives, i.e.,
incorrectly dropping valid packets, and false negatives, i.e., in-
correctly allowing spoofed packets. As we confirmed by a sur-
vey (see §0), concerns about false positives are the #1 reason
for operators to not deploy SAV mechanisms. Indeed, the eco-
nomic impacts make operators care more about losing benign
traffic (critical to their customers) than about allowing some
spoofed traffic (whose harm is often limited to non-customer
networks). It is therefore crucial that SAV mechanisms avoid
false positives as much as possible, as concerns about false
positives can hinder adoption; see also [48, 51]. Operators can
use measured false-positive rates to identify acceptable SAV
mechanisms supported by their routers, enabling them to de-
ploy SAV. Without a measure of false positive rates, operators
may simply avoid deploying SAV.

Even when they believe false-positive rates are acceptable,
operators may have a hard time choosing which SAV to de-
ploy among the many SAV designs without measurements
of their detection rates (or, conversely, false negatives). Mul-
tiple SAV designs are specified in IETF RFCs [6, 24, 78],
mostly variants of unicast Reverse Path Forwarding (uRPF);
the IETF SAVNET working group develops additional de-
signs, including BAR-SAV [76, 77]. In addition, multiple
other designs were proposed in the literature (see §2).

We focus our evaluation on the uRPF designs from the
IETF RFCs [6, 24, 78] and BAR-SAV by the IETF SAVNET
working group [77]. These designs are all easy to deploy,
i.e., do not require any new protocol or communication; they
only leverage existing routing data, with BAR-SAV also utiliz-
ing information from the Resource Public Key Infrastructure
(RPKI) [18, 39] repositories, mainly, Route Origin Authoriza-
tions (ROAs) [44] and Autonomous System Provider Autho-
rization (ASPA) [5, 75] records; see §4. Therefore, we expect
such SAV designs to be deployed before harder-to-deploy
designs, e.g., designs that require adopting a new protocol by
source and destination hosts and/or ASes.

We present EZ-SAVE, evaluation of easy-to-deploy SAV
policies, which, to our knowledge, is the first quantitative
evaluation of the impacts and effectiveness of different easy-
to-deploy SAV policies. EZ-SAVE measures both false posi-
tives and detection rates (i.e., true positives) across different
adoption rates. Our evaluation is based on the current Internet
topology and relationships, as measured by CAIDA [13, 14].
Furthermore, our evaluation considers the (significant) impact
of different origin-AS traffic engineering (TE) mechanisms;
for this purpose, we measured the TE mechanisms in use by
different origins (§5.2).

Our results allow us to make clear recommendations and
expose tradeoffs that, so far, were not available in the RFCs
or other recommendations we have seen. We hope that these
realistic quantitative measures will (1) help operators decide
which SAV mechanism to use in each scenario, (2) help de-

velopers add support for important SAV mechanisms, and
(3) help industry and standardization groups, e.g., the IETF
SAVNET group, to produce the best recommendations, speci-
fications, and guidelines.

A challenge we had to overcome was that existing BGP
security simulations did not consider aspects that are criti-
cal for realistic simulations of spoofing attacks and SAV de-
fenses. In particular, consideration of TE is critical for correct
SAV simulations. Existing BGP security simulations, e.g.,
[26, 29, 33, 54, 57, 58], adopt a simplified, no-TE routing
model, where origin ASes export their announcements to all
providers (i.e., export-to-all). In practice, as reflected in the
SAV RFCs [6, 78] and in [77], origin ASes may use TE, e.g.,
exporting some prefixes to only some providers.

To overcome this challenge, we significantly extended the
BGPy open-source simulator [25] to implement various SAV
policies, support data-plane traceback for filtering analysis,
TE, and more. We open-sourced the extensions [71].

We confirmed the widespread use of TE and specific TE
methods in our survey of operators (§6) and measured the
use of SAV-relevant TE designs by origin ASes (§5). Then,
in simulations (§7), for each origin AS, we applied the TE
that AS actually deploys in practice (as measured). We also
show that considering TE is essential for accurate evaluation
of SAV policies; omitting TE would lead to significant errors.

CONTRIBUTIONS:

Guidance and recommendations (§8). Our evaluations al-
low clear guidelines and recommendations to operators. In
particular, our results show that BAR-SAV is the most ef-
fective policy for Internet-wide deployment, performing the
best in both false positives and true positives across all TE
scenarios. Our results also provide data guiding the choice of
mechanisms, including scenarios in which a specific mecha-
nism is appropriate.

The first simulation of SAV mechanisms, providing quan-
titative, actionable information (§7). We perform the first
simulation measuring the impact of SAV mechanisms for the
IETF SAV designs in [6, 24, 77, 78]. Our simulations are
realistic, using empirical Internet topology and relationships,
and measured TE mechanisms. They provide quantitative
measures that can guide operators, developers, and the stan-
dardization process, instead of the current reliance on intuition
and experiments.

Measurement of TE (§5, §6), used to improve routing sim-
ulations. 'We measured the relevant TE behaviors by origin
ASes, and used the results in our simulations to investigate
the impact of different SAV mechanisms. Our methodology
can be used for studying other BGP security mechanisms.
Survey of network operators (§6). We performed a sur-
vey of operators to understand their situations and opinions
regarding SAV mechanisms.

Open-source SAV simulator. To enable realistic experi-
mentation, we extended the BGPy simulator [25] with em-
pirically observed TE techniques, e.g., selective export. The
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extensions are open-sourced in [71] and support data-plane
analysis of both spoofed and legitimate traffic.

2 Related Work

Easy-to-Deploy SAV. We describe in §4 the SAV mecha-
nisms we evaluated. These designs are both easy-to-deploy
and specified by the IETF [6, 24, 77, 78]. They are easy to
deploy because they use only existing routing information,
without requiring any new interactions or protocols. We ex-
cluded two other easy-to-deploy Source Address Validation
(SAV) designs for specific reasons. Inter-Domain Packet Fil-
ters (IDPF) [20, 21] assumes data-plane forwarding matches
control-plane routing, but Internet routing is often asymmetric,
rendering this assumption incorrect (as can also be seen by our
measurements in §5.2). Hop Count Filtering (HCF) [38] maps
source IP addresses to TTL values but suffers from both false
positives and negatives. Legitimate route changes or anycast
can trigger false positives, while attackers can spoof TTLs
to cause false negatives. Additionally, HCF’s reliance on per-
sender hop-count tables makes it impractical for routers, and
host-level deployment is often too late to prevent abuse.

Comparison with UniSAV. A recent study [66] devel-
ops UniSAYV, a software platform that implements multiple
SAV mechanisms, and corresponding benchmarking method-
ology [15]. These efforts are complementary to EZ-SAVE:
UniSAV evaluates SAV mechanisms in an emulation envi-
ronment on small-scale topologies. In contrast, EZ-SAVE
employs simulation-driven analysis of SAV policy perfor-
mance on a realistic, Internet-scale topology derived from
CAIDA measurements [13].

Other SAV Designs. Many other SAV designs were
proposed, but these are harder to deploy, mostly requir-
ing new/modified communication between routers. The de-
signs in [23, 42, 46, 47] require deploying new protocols,
such as communicating changes to the routing tables or
source/destination prefixes. The designs in [10, 42, 80, 81]
require marking or tagging packets. Other designs [30, 40,
43, 49, 50, 68, 79] use various cryptography tools and ap-
pend related information, for example, Message Authentica-
tion Codes (MAC:s). These approaches require new protocol
deployments and hardware changes to support per-packet
cryptographic verification, additional packet fields, and key
distribution, which pose major deployment barriers. As a re-
sult, the IETF problem statement focuses on easy-to-deploy
SAV mechanisms that do not modify data-plane packets [45].
Some designs require even more fundamental changes: the
SCION and AIP designs [3, 7] propose new Internet architec-
tures that provide accountability, and [37] proposes a hybrid
approach that combines SAV with centralized DDoS detection
and collaborative filtering. Traceback mechanisms [70, 73]
focus on identifying attack sources by reconstructing traffic
paths. However, these work for attribution rather than proac-
tive spoofing prevention.

Measuring SAV deployments. Extensive efforts have mea-

sured SAV deployment [9, 12, 19, 48, 51, 52, 53, 60, 63, 72].
, focusing on detecting inbound or outbound spoofing at edge
routers through active or passive methods. Aside from [72],
which identifies ACLs versus uRPF, these studies do not infer
specific mechanisms. All data show substantial non-adoption
by ASes, with notification-based interventions proving inef-
fective [51]. Key barriers to deployment include concerns
over false positives, limited expertise, and a lack of direct
benefits [48, 51].

3 Attacker and Routing Model

In this section, we describe the attack and routing models
used in our simulations.

3.1 Attack Model

For all attack scenarios, we assume that the attacker knows
the AS topology, since it is available from publicly available
BGP data sources such as RouteViews' [69], RIPE RIS [1],
and CAIDA [14]. Additionally, we assume that the attacker
is aware of which ASes have adopted defensive policies, as
this information can be obtained through ROA data, ASPA
records, measurements, and other sources.

We consider two attacker models: a Spoofing AS attacker,
where an AS intentionally performs spoofing, and a Spoof-
ing Host attacker, where the attacker (‘only’) controls a host
whose ISP does not perform ingress filtering, i.e., the ISP does
not filter spoofed packets from the attacking host. A spoof-
ing host attacker can route data-plane traffic with a spoofed
source IP address belonging to some victim AS, but cannot
control the next AS on the path of its spoofed packets, or send
packets to the same destination via multiple provider ASes.
The attacker’s AS (ISP) determines which neighboring AS
will receive the attacker’s packet based on the BGP routing
table. In contrast, in the Spoofing AS attack model, the attacker
controls a malicious AS, from which it can send spoofed pack-
ets to all of its neighbors. As expected, our results show that
the Spoofing AS attacker has a higher likelihood of attacker
success, i.e., of bypassing SAV filters.

Following all previous works on SAV attacks and defenses,
our attacker models and evaluation do not consider rogue
ASes performing control-plane routing attacks (e.g., prefix
hijacks, path manipulation, and route leaks).

3.2 Routing Model

We represent the Internet as a directed acyclic AS-graph, dis-
tinguishing between two types of inter-AS relationships: the
customer AS relationship with a provider AS, where the cus-
tomer AS compensates its provider AS for traffic sent between
them, and bilateral peer ASes, which exchange traffic between
them without financial transactions. The use of these two AS

I'The identification of any commercial product or trade name does not
imply endorsement or recommendation by the National Institute of Standards
and Technology, nor is it intended to imply that the materials or equipment
identified are necessarily the best available for the purpose.

USENIX Association

23rd USENIX Symposium on Networked Systems Design and Implementation 2249



relationships is consistent with existing studies of interdomain
routing (e.g., [16, 26, 29, 34, 35, 67]). In our analysis, we
apply the following routing assumptions, which are frequently
employed in the existing literature.

Valley-Free Routing. For a given AS-graph, we adopt the
valley-free routing model, as defined by Gao and Rexford [27].
In this model, each AS follows a path-selection policy to deter-
mine the optimal route for each IP prefix. We assume that an
AS prioritizes paths learned from its customers, followed by
those from bilateral peers, and finally those from providers, ad-
hering to a ‘local preference first’ approach for economic rea-
sons. If multiple paths fall under the same category—such as
all originating from customers, bilateral peers, or providers—
the AS selects the shortest available path. In cases where a tie
remains, the AS applies additional tie-breaking rules, such as
preferring the route where the next-hop AS has the lowest AS
number (ASN).

For export selection, valley-free routing always forwards
the most preferred announcement received from its customers
to its neighboring ASes, including all customer ASes and
potentially some or all providers and bilateral peers. This
model captures the financial incentives of the AS when rout-
ing traffic from other ASes and is widely used in the literature.
Note that real-world routing policies are sometimes more
complex [4, 55, 56, 59]. If no customer announcements are
available, the AS instead propagates the highest-ranked an-
nouncement obtained from a bilateral peer (or from a provider
if no bilateral peer announcements exist), but only to its cus-
tomer ASes. This approach ensures that routing paths do not
form valleys, hence the term valley-free.

Export Policy. While the valley-free model defines which
neighbors are eligible to receive announcements, it does not
specify whether an AS actually chooses to export to all or
some of its neighbors, and whether it modifies the announce-
ment before exporting it. In practice, ASes adopt varying
export policies for business and traffic engineering purposes,
e.g., prepending their ASNs.

We evaluated multiple export policies in our simulations,
differing in how customer routes are exported to providers.
Based on the literature and our measurements (see §5),
we consider three export policies. The first is export-to-all,
i.e., customer announcements are exported to all providers.
This policy is commonly used in existing evaluations (e.g.,
[16, 26, 29, 34, 35, 67]) due to its simplicity. The second
policy captures a selective export behavior, which we refer to
as partial-export-to-some, where an AS exports to some (or
all) providers only part of the set of announcements exported
by the AS to providers. The third policy is no-export-to-some;
in this case, an AS does not export any announcements to a
subset of its providers. This policy can be achieved by not
sending any announcements to a specific provider, or by using,
on all announcements to that provider, certain announcement
attributes, such as the the NO_EXPORT community attribute,
which specifies that the neighbor AS must not further adver-

Provider Legitimate packets

= Attack packets
1.2/16, / FP-uRPF
2-1

Peer---Peer — —»Announcement

‘Attacker

customer () BGP

 Strict URPF

(c)
Figure 1: (a) Strict uRPF works well for most stub ASes. (b) A
scenario where Strict uRPF incorrectly drops (false positive) traffic
from stub AS1 (since AS1 and AS2 announce the same anycast pre-
fix); FP-uRPF works fine. (c) A scenario where Strict uRPF causes
false positives for traffic from multi-homed AS1 which exports a
prefix (1.2/16) to all (both) providers; again, FP-uRPF works fine.

tise to another AS. As we shall see, different export behaviors
can have a significant impact on the results of SAV mecha-
nisms (§7).

4 SAV Policies

This section describes the easy-to-deploy SAV policies devel-
oped in the IETF and evaluated in this paper. This includes the
basic uRPF policies2 of RFCs 2827 and 3704 [6, 24], the en-
hanced uRPF policies of RFC 8704 [78], and BAR-SAV [77],
currently an Internet-Draft. These policies are easy-to-deploy
since they only define filtering rules, and do not require any
(new) protocol or communication between adopting ASes.

4.1 Basic SAV Policies

Strict uRPF [6, 24]. In this policy, a validator (router) allows
packets from source IP address x via interface / if and only if
the router uses interface / for the return path (i.e., for sending
packets to destination IP address x).

Strict uRPF has no tolerance for asymmetric routing, mak-
ing it unsuitable as an Internet-wide filtering mechanism.
However, it can be deployed if the validator is a provider of
a stub AS, since stub ASes have only a single provider, and
hence the forward and return paths are the same. One example
is in Fig. 1a, where AS4 deploys Strict uRPF. AS4 allows
data traffic from the origin, while it drops spoofed traffic from
the attacker (AS666). However, if a provider is connected
to multiple stub ASes that announce the same prefix (e.g.,
for anycast), since the provider can select only one of those
stubs as the best path, traffic arriving from the other stubs
will be incorrectly dropped. Fig. 1b shows one example. In
this example, both ASes 1 and 2 are stub ASes and announce
prefix 1.2/16 legitimately to AS4, which deploys Strict uRPF.
Since AS4 selects AS1’s route as the best for prefix 1.2/16,

2We do not discuss or evaluate Access Control Lists (ACL), although
ACLs are defined in [24] and often used for SAV. However, ACLs are not
a policy; rather, they provide a mechanism to enforce a policy by dropping
policy-violating packets.
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AS4 drops legitimate data traffic from AS2. Another scenario
where strict uRPF does not work even for stub ASes is Di-
rect Server Return (DSR); see §4.3. In the absence of these
scenarios, Strict uRPF is an effective and practical option for
stub AS providers, and it is already supported by routers.

Loose uRPF [6,24]. A router using this policy allows pack-
ets from source IP address x if it has a path to x. In other
words, a packet is dropped only if there is no route at all. In
our simulation (§7), the AS topology is a connected graph,
and the attacker announces a routable prefix; hence, no packet
is dropped by a validator that deploys Loose uRPF. Therefore,
we omit Loose uRPF in our evaluation. In practice, Loose
uRPF can effectively filter ‘Martian’ or other non-routable
addresses and is already supported by routers. In Table 1, the
interfaces that do not deploy a specific SAV policy (i.e., those
marked by X) deploy Loose uRPF.

Feasible-Path uRPF (FP-uRPF) [6, 24]. In this policy, a
router allows packets with source IP address x received on
interface I if it has received from [ a valid announcement a
such that x is covered by the prefix in announcement a.

FP-uRPF has fewer false positives than Strict uRPF since it
considers all the received paths, instead of just the best path at
an interface. For example, in Fig. 1b, in contrast to Strict uRPF,
the legitimate traffic with source IP address 1.2.3.4 from AS2
is not filtered at AS4 when AS4 deploys FP-uRPF since it has
received an announcement with prefix 1.2/16 from AS2 and
1.2.3.4 € 1.2/16. In addition, unlike Strict uRPF, FP-uRPF can
accommodate asymmetric routes in multi-homed scenarios.
For example, in Fig. lc, suppose that AS1 announces 1.2/16
to both AS2 and AS3. AS4 chooses the path via AS3 as the
best path for 1.2/16 since it is from a customer, while the path
via AS2 is via a bilateral peer. Suppose that AS1 sends data
traffic with source IP address 1.2.3.4 via AS2 to AS4. Then,
data traffic will not be dropped by AS4 if it deploys FP-uRPF,
unlike when it deploys Strict uRPF.

In multi-homed scenarios with a partial-export-to-some
export policy, FP-uRPF can suffer from false positives. For
example, in Fig. Ic, suppose that AS1 only announces 1.2/16
to AS3, not to AS2. Then the data traffic from AS1 via AS2
to AS4 will be dropped at AS4 when AS4 uses FP-uRPF.

To balance detection rate and false positives, a SAV pol-
icy may treat different types of interfaces differently. RFC
3704 [6] clearly indicates that FP-uRPF should be applied
to customer interfaces, and can be applied to bilateral peer
interfaces. We did not find a clear recommendation regarding
provider interfaces. We therefore compare three variants of
FP-uRPF: when applied only to customer interfaces, when
applied to both customer and bilateral interfaces, and when
further including provider interfaces; see the results in Fig. 10
(Appendix B) . We find that the inclusion of provider inter-
faces resulted in significantly more false positives with mini-
mal impact to detection rate. Additionally, applying FP-uRPF
only to customer interfaces results in almost no reduction
in false positives, at a significant loss in detection rate, com-

Policy Customer Bilateral Peer Provider
Strict uRPF v v X
FP-uRPF v X
EFP-A v X X
EFP-A w/ Bilateral Peers v v X
EFP-B v X X
BAR-SAV w/ Loose v v X
BAR-SAV w/ BSPI v v v

Table 1: Evaluated SAV policies, where a v/ marks the inter-
face that a policy is applied to, and a X indicates that Loose
uRPF (instead of the specific policy) is used. All policies
apply to customer interfaces. For bilateral peer and provider
interfaces, the application is selective.

Provider - = » Announcement Legitimate packets

QO ASPA

BAR-SAV
FP-uRPF
EFP-A

EFP-B 7
5.6/16,2[/

Customer O BGP
EFP-A, EFP-B, EZF;BSAV v
R V4 -
BAR-SAV FP-uRPF
FP-URPF ¢4 EFPA

7
12/16,/
21 4

»
7 1.2/16,1\
(/3.4/161  No EXPOR?\\

(1 )12/16

(a) 3.4/16
Figure 2: Comparison of SAV policies in multi-homed scenarios.
Policies that produce false positives in a scenario are marked in red;
otherwise, in green. (a) FP-uRPF has false positives, while EFP-A,
EFP-B, and BAR-SAV work. (b) FP-uRPF and EFP-A have false
positives, while EFP-B and BAR-SAV work. (c) FP-uRPF, EFP-A,
and EFP-B have false positives, while BAR-SAV works.

pared to using FP-uRPF on both customer and bilateral peer
interfaces. Therefore, we focus on applying FP-uRPF to cus-
tomer and bilateral peer interfaces in the rest of the paper
(see Table 1).

4.2 Enhanced SAYV Policies

Enhanced Feasible-Path uRPF (EFP-uRPF), described in RFC
8704 [78], aims to significantly reduce the false positives of
FP-uRPF, while still maintaining directionality. The speci-
fication contains two algorithms, called Algorithm A and
Algorithm B, which we refer to as EFP-A and EFP-B. We
next briefly describe these two algorithms.
EFP-A. This method defines the RPF list as a list of per-
missible source address prefixes for incoming data packets
on a given interface. It considers all unique origin ASes in
Adj-RIBs-in (i.e., the announcements received) on all the
customer interfaces, denoted as A. Consider origin a € A. Let
X denote the list of unique prefixes in all Adj-RIB-1in routes
with origin a. The EFP-A method includes X in the RPF lists
of all the customer interfaces that have received at least one
prefix in X.

EFP-A has fewer false positives than FP-uRPF. Fig. 2a
shows an example, where AS1 sends announcement of prefix
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1.2/16 to AS2 and prefix 3.4/16 to AS3; both propagate to
AS4. Under EFP-A, AS4 first collects the set of origin ASes
(in this case, only AS1) and includes all prefixes originated by
AS1 in the RPF for both interfaces. As a result, AS4 deploying
EFP-A accepts packets with source addresses from either
1.2/16 or 3.4/16 regardless of the interface on which they are
received. If AS4 uses FP-uRPF, data packets will be dropped
because the Adj-RIB-in for the interface AS2-AS4 contains
only the prefix 1.2/16.

However, EFP-A has false positives in the example in
Fig. 2b. In this example, because no prefix is received on
the AS2-AS4 interface (due to the NO_EXPORT community
in the announcements for 1.2/16 from AS1 to AS2), prefix
1.2/16 is not in the RPF list for the AS2-AS4 interface. There-
fore, data packets with source address 1.2.3.4 € 1.2/16 will
be dropped at the AS2-AS4 interface.

RFC 8704 states that EFP-A may be applied to bilateral
peer interfaces (in addition to applying to customer interfaces).
We evaluated both variants: EFP-A applied only to customer
interfaces, and EFP-A applied to both customer and bilateral
peer interfaces. We refer to them as EFP-A and EFP-A w/
Bilateral Peers, respectively; see Table 1.

EFP-B. This method addresses the problem with
NO_EXPORT that was noted in EFP-A. Specifically, EFP-B
considers all customer interfaces, C, at an AS. Let P denote
the set of unique prefixes received from the interfaces in C.
Let A denote the set of ASes that are the origin ASes of all
the routes received from the interfaces in C. Let Q denote
the set of unique prefixes that were received from peers and
providers that have routes with the origin ASes in A. Then
the RPF list for each of the interfaces in C is set as PU Q.

EFP-B is more permissive than EFP-A and hence has fewer
false positives. For instance, in contrast to EFP-A, it avoids
the false positives in Fig. 2b. Specifically, in Fig. 2b, since
AS4 considers all the customer interfaces, even though no
prefixes were received on the interface AS2-AS4, the data
packets with source address 1.2.3.4 received on this interface
are not dropped when using EFP-B. However, EFP-B would
still drop benign packets (false positives) in Fig. 2c, since
AS4 does not receive any announcement for prefix 1.2/16.

RFC 8704 states that EFP-B should only be applied to
customer interfaces. We therefore only evaluate this version,
as listed in Table 1.

4.3 BAR-SAV

The BAR-SAV [77] policy uses BGP update announcements,
ASPAs, and ROAs’ to perform SAV, hence the name BAR-
SAV*. ROAs and ASPAs are both part of the RPKI: ROAs

3BAR-SAV can easily use the proposed Traffic Origin Authentication
(TOA) objects [65] if TOA is standardized; TOA is a variation of ROA to
specify that a prefix may be used for source address but not announced.

4In addition to BAR-SAV, the draft [77] defines another method, Proce-
dure X, which is for the distant future when ASPA and ROA have been fully
deployed;we do not evaluate it in this paper.
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Figure 3: Ilustration that BAR-SAV supports DSR.

authorize ASes to announce specific prefixes, while ASPA
records list an AS’s providers. Using these records, BAR-
SAV can augment routing information to improve spoofing
detection accuracy. It also incorporates a refined version of
EFP-A [78] by making more efficient use of BGP AS_PATH
data from all Adj-RIBs-In to more exhaustively discover ASes
in the AS customer cone of interest. The details of the BAR-
SAV algorithm are found in Section 4 of [77].

In the example in Fig. 2c, AS4, adopting BAR-SAY, first
identifies that AS2 is a customer (from peering configuration
or the announcement of 5.6/16 that AS2 sends to AS4), and
then identifies that AS1 is also in its customer cone (from
the ASPA record of AS1, which lists AS2 as a provider).
Therefore, AS4 does not drop the packets it receives from
AS2 with source IP 1.2.3.4 in prefix 1.2/16, even though
AS4 does not receive any announcement for 1.2/16. Similarly,
when AS4 adopts BAR-SAY, it will also not drop packets
from AS2 with source IP in 1.2/16 in the scenarios of Fig. 2b,
although in this cases AS1 does not adopt ASPA; still, using
BAR-SAV, AS4 learns that AS1 is in its customer cone and
announces 1.2/16 (from the announcement received via AS3),
and hence allows data packets with source IP address 1.2.3.4
also from AS2. A similar argument shows that AS4 will also
not drop the packets it receives from AS2 in Fig. 2a.

BAR-SAV can also avoid false positives when a customer
AS uses Direct Server Return (DSR) [11], an important tech-
nique for network traffic optimization and load balancing, e.g.,
by Content Delivery Networks (CDN). Using DSR, clients
send requests to a service IP address, often an anycast address
announced from multiple locations. However, the responses,
containing large amounts of data (e.g., video), are sent from
edge servers that do not announce this anycast IP address.
BAR-SAV can identify that these packets are legitimate and
not drop them (i.e., avoid false positives) when the AS send-
ing these packets has a ROA authorizing it to announce the
corresponding prefix (even though this AS does not actively
announce the prefix). Fig. 3 shows an example. AS3 (hosting
a CDN server) announces a prefix 5.6/16. A user from pre-
fix 1.2/16 (AS1) sends a request to AS3, which determines
that the best location to serve the user is a CDN Edge Server
in AS2, which is reachable only via prefix 3.4/16. The data
packets from AS2 to the user have a source address of 5.6.7.8,
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i.e., the IP address of the CDN server, to respond to the user’s
request sent to the CDN server. When AS4 adopts BAR-SAV,
it will not drop these data packets because there is a ROA ob-
ject that allows AS2 to originate prefix 5.6/16. If AS4 uses the
other policies (FP-uRPF, EFP-A, EFP-B), it will drop these
data packets.

The BAR-SAV procedure (Section 4 of [77]) is applicable
to both customer and bilateral peer interfaces. The reason
is that packets received from a customer or a bilateral peer
should contain source addresses that belong only to prefixes
within the AS customer cone of that neighbor [77].

Provider interfaces. For provider interfaces, the BAR-SAV
draft [77] introduces a separate policy called BAR-SAV on
Provider Interface (BAR-SAV-PI). This policy starts with the
loose uRPF method to determine an initial allow list and then
subtracts a list of prefixes to increase the spoof detection rate
while maintaining zero false positive rate. The subtraction
list is constructed using only ROAs and ASPAs and provably
consists of those prefixes that have the properties: (a) originate
exclusively within the AS customer cone of the validating AS,
and (b) all routes from the prefix origin to the validating AS
belong exclusively in the afore-mentioned AS customer cone
(see details in Section 7 of [77]).

In our evaluation, we compared two variants of BAR-SAV
that differ in whether Loose uRPF or BAR-SAV-PI is used
for the provider interfaces. We refer to them as ‘BAR-SAV w/
Loose’ and ‘BAR-SAV w/ BSPI’, respectively, in Table 1.

5 Traffic-Engineering Measurement

TE is a common BGP practice that can significantly affect the
effectiveness of various SAV mechanisms. To ensure realistic
SAV simulations, we measured the use of TE methods and
incorporated these measurements into our simulations (§7).
We next describe our measurement methodology and results.

5.1 TE Measurement Methodology

We use CAIDA’s AS-level topology [14] together with pub-
lic routing data from RIPE [1] and RouteViews [69] BGP
collectors for TE measurements. While TE can be in many
forms, our measurements focus on the aspects of TE that have
the most impact on SAV. One such form of TE is selective
advertisements, i.e., an AS sends announcements selectively
to providers, which affects the export policy, and can have a
significant impact (e.g., false positives) on some SAV policies
as shown in §4. We consider three types of export behaviors.
(i) When no selective advertisements are used, we refer to the
export behavior as export-to-all (i.e., no TE). (ii)) When an AS
does not send any announcement to a provider (or the only
announcements received by the provider have NO_EXPORT
community), we refer to the export behavior as no-export-to-
some. (iii) If an AS does not use export-to-all or no-export-to-
some, i.e., the AS announces different sets of announcements
to different providers and each provider receives at least one
announcement without NO_EXPORT, we refer to the export

behavior as partial-export-to-some.

Another form of TE that affects SAV is AS path prepending,
where an AS announces to the provider a longer AS path by
prepending its ASN multiple times. It can affect the choice of
the best route (see §3.2) and, hence, SAV. Considering both
export behavior and AS path prepending, we classify the ASes
into 6 categories based on the three possible export behaviors
and whether path prepending is used.

To determine the category for an AS, we analyze all the pre-
fixes & sent collectively from AS X to each of its providers
(AS Ys) using AS topology and BGP data. If any announce-
ment from AS X has AS path prepending, we say AS X uses
path prepending. We further obtain the fraction of the pre-
fixes in & that X exports to a specific provider AS Y, without
changing &, denoted as export ratio, rxy. When ryy = 1
for all Y’s, we classify AS X as using export-to-all. If there
exists at least one provider Y such that ry y = 0, i.e., no an-
nouncement is sent to from X to provider Y at all, we classify
AS X as using no-export-to-some’ . Otherwise, we say X uses
partial-export-to-some.

When AS X exports to provider Y, it may announce a super-
prefix of the original prefix, i.e., a prefix that is less specific
than the original prefix. We obtain superprefix export ratio,
sxy, as the the fraction of the announced prefixes to Y that
are superprefixes of a prefix to another provider, and use it in
our simulation in §7.

We found that selective advertisement has significantly
more impact on SAV mechanisms than AS path prepending
(see §7). This is not surprising, since all SAV mechanisms
except for Strict uRPF use the information in received BGP
announcements rather than the best path (for which AS path
prepending has the greatest impact) when filtering packets.
A recent measurement study [17] shows that 81-85% of ob-
served selective advertisement behavior is at the origin. We
therefore focus our measurement of TE on edge ASes, since
these are the origins (i.e., as both legitimate origin and at-
tackers) in our simulations (see §7.1). We further focus on
multi-homed edge ASes that have multiple providers, since
stub-ASes (which have only a single provider) have much
less ability to perform traffic engineering.

5.2 Measurement Results

We analyze RIB (Routing Information Base) data from all col-
lectors in RIPE [1] and RouteViews [69] on March 1st, 2025.
Fig. 4 shows the measurement results for IPv4 addresses. It
shows the count of multi-homed edge ASes across the six
categories that we deem most relevant for their impact on
SAV: no-export-to-some, partial-export-to-some, and export-
to-all, each with and without AS path prepending. We see that
a similar number of multi-homed edge ASes perform export-

SFor our purpose, an announcement from X to ¥ with NO_EXPORT
community is equivalent to when X does not send the announcement to Y.
However, NO_EXPORT community cannot be observed by BGP collectors
unless the collectors are adjacent to X or Y.
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Figure 4: Distribution of TE behaviors among multi-homed
edge ASes observed in RIB data.

to-all and partial-export-to-some, highlighting the importance
of simulating partial-export-to-some. In addition, for these
two cases, a significant number of ASes (23.5% and 20.4%,
respectively) perform AS path prepending. Note that most
published simulation studies of BGP attacks and defenses
ignore TE, i.e., assume all ASes use export-to-all without AS
path prepending. As we shall see in §7, the effectiveness of
SAV mechanisms differs significantly across partial-export-
to-some, no-export-to-some, and export-to-all scenarios, and
thus it is important to incorporate real export behavior when
evaluating SAV mechanisms.

Fig. 4 shows that the number of ASes with no-export-to-
some behavior is small. However, this is likely an underesti-
mation, since when AS X does not send any announcement
to provider Y, the edge between X and Y may not appear
in the CAIDA AS topology [14] that we use, causing an
under-measurement of no-export-to-some ASes. This belief
is supported by the results of our survey (§6), where 40% of
the operators reported using no-export-to-some.

6 Network Operator Survey

To better understand operators’ perspectives on SAV deploy-
ment, we conducted a survey of network operators by sending
requests to several network operator groups (e.g., NANOG,
RIPE). The goal was not to provide a comprehensive mea-
surement, but rather to validate concerns raised in prior works
as well as our TE measurements, and to motivate some of the
design choices in our evaluation (see full survey questions in
Appendix D).

We received 31 responses. While the sample size is small,
several trends emerged that align with previous studies. First,
ACLs remain the most common form of SAV deployment, re-
ported by 81% of respondents, followed by Strict uRPF (52%)
and Loose uRPF (36%). Other policies, including Feasible-
Path, EFP-uRPF, and BAR-SAV, saw little to no reported
deployment (note that BAR-SAV is still a work-in-progress
in the IETF). Second, consistent with [48, 51], false posi-
tives emerged as the primary concern: 39% of respondents
identified them as the main barrier to deploying SAV. This
reinforces our recommendation to prioritize policies with the
lowest false positive rates, even at the cost of reduced spoofing
detection. 13% of operators cited the complexity of selecting
among policy options as a barrier. This suggests that some
operators may be open to adopting SAV if clearer guidance

were available, a gap which we address in our evaluation.

Since BAR-SAV leverages ROAs and ASPA records, we
also asked operators about their current or planned use of
BGP security mechanisms, including ROAs and ASPA. The
results are encouraging: 77% reported using or planning to
use ROAs, and 39% reported using or planning to use ASPA.

The survey responses indicate very high usage of TE by
network operators; only 17% reported not using TE at all.
As expected, AS path prepending was reported by many
(70%) operators. More significantly, 40% of the operators
reported no-export-to-some TE, i.e., not exporting any prefix
(or only with the ‘NO_EXPORT’ community) to one or more
providers. This is much higher than what we observe, indicat-
ing that our measurement might be an underestimation. More
significantly to SAYV, it implies that it is very important for
SAV defenses to assume many ASes use no-export-to-some
policies. Partial-export-to-some was reported by 30% of the
operators, another significant fraction.

Overall, these results motivate our consideration of TE in
our evaluations of SAV mechanisms (see §7.2.3), and confirm
our main findings, such as the wide use of TE, while also
supporting our belief that no-export-to-some TE is also com-
mon (more than measured). This result motivates our separate
evaluation, in §7, of the no-export-to-some scenario.

Finally, we asked participants about the relevance of direct
server return (DSR). Many respondents either viewed it as
unimportant or were unfamiliar with the technique. We were
surprised by these results, since DSR is explicitly mentioned
in the BAR-SAV Internet Draft [77] as an important mech-
anism that SAV mechanisms should support. We therefore
present an evaluation of SAV mechanisms for DSR scenarios,
leaving it for future work to better evaluate the deployment
and importance of DSR.

7 Security Evaluation

In this section, we evaluate the performance of the various
SAV policies using extensive simulation. Our simulations
build upon BGPy [25], an established, open-source BGP
simulator that has been used in several prior studies (e.g.,
[22, 26, 57, 58]). To support this work, we extended BGPy
with several non-trivial capabilities, including implementa-
tions for all of the SAV policies evaluated in this paper, a
data-plane traceback mechanism for packet filtering analysis,
and incorporating TE methods from our measurements (§5).
Our extensions to BGPy are open-sourced [71].

7.1 Simulation Setup

Our goal is to realistically model SAV and measure its ef-
fectiveness against IP spoofing on an Internet-scale topology.
This requires generating spoofed traffic, applying SAV poli-
cies at deploying ASes, and assessing the resulting packet
behavior. Evaluating SAV at scale is difficult with testbed or
live deployments; the former cannot replicate the Internet’s
complex AS topology, while the latter carries the unacceptable
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risk of dropping legitimate traffic. Simulation provides the
most practical approach for obtaining repeatable results, while
allowing fine-grained control over the environment and model-
ing assumptions. Existing BGP security simulators do not pro-
vide all the components needed for such simulations. BGPy
offers core control-plane capabilities, including topology gen-
eration, BGP policy modeling, and announcement propaga-
tion. We extended it to support all evaluated SAV policies,
spoofing attack models, packet-level data-plane traceback,
and a metric tracker to record results. We also implemented
all TE methods discussed and incorporated the measurement
results into the simulations.

Consistent with prior studies [22, 26, 57, 58], we simulate
the communication between ASes using CAIDA’s Internet-
scale AS topology [14] from September 2025, which includes
annotations for peer-to-peer and customer-to-provider rela-
tionships. Our simulations assume that path selection and
export decisions across all ASes are governed by valley-free
policies, consistent with prior work in this field (see Sec-
tion §3). To analyze the impact of each SAV policy, we con-
sider partial adoption scenarios with adoption rates ranging
from 0% to 99%, assuming uniform random adoption across
all ASes. The rest of the ASes operate under standard BGP
(SAV not deployed).

We consider two scenarios: spoofing attacks and DSR. In
spoofing attacks, both legitimate traffic from the victim and
spoofed traffic from the attacker are routed to a set of des-
tinations. The victim AS announces a prefix P and sends a
data packet to each destination with a source IP address in
P following the best path determined by BGP. The attacker
announces a separate, non-conflicting prefix (i.e., no BGP
hijack involved), but sends data packets to the destinations
using a spoofed source IP address in the victim’s prefix P.
The attacker uses either the Spoofing AS or Spoofing Host
model (see §3). The destinations announce their own prefixes,
but do not originate any traffic, and adopt the SAV policy
being evaluated. Both the victim and attacker are chosen from
the set of multi-homed edge ASes. Destinations are randomly
selected from the remaining ASes.

The DSR scenario (see illustration in Fig. 3) includes a
CDN server, CDN edge server, and users. Both the CDN and
edge servers are selected from multi-homed edge ASes. Users
serve as destinations for the CDN edge server and are selected
from edge ASes.

For both spoofing attack models and DSR, we simulate TE
behaviors for multi-homed edge ASes (including the origin
and attackers) based on our measurements in §5. Specifically,
We use export ratio, ry y, as the probability that AS X prop-
agates an announcement to provider Y. If provider Y does
not receive the original prefix from AS X (with probabil-
ity 1 —rx y), we use the superprefix export ratio, sx y, from
measurements as the probability that ¥ receives a superpre-
fix instead. If AS X does not export the original prefix or
superprefix to provider Y, then we assume a separate, non-

overlapping prefix is exported from X to Y unless ry y =0, in
which case no announcement, original or traffic-engineered,
is sent from X to Y. If path prepending is observed for AS
X, then we apply prepending to announcements from X to ¥,
by appending X three or eight times, which are the average
and 99th percentile of what we observe in the measurements,
respectively. Path prepending is implemented independently
of prefix selection and may be applied regardless of whether
the exported prefix is the original, a superprefix, or a separate
prefix.

We use two performance metrics. The first is the detection
rate (true positives), defined per attacker-destination pair as
the percentage of pairs in which all spoofed packets from the
attacker to the destination are filtered by a SAV-adopting AS
before reaching the destination.

The second is the false positive rate, defined per source-
destination pair as the percentage of pairs in which legitimate
packets from the source to the destination are incorrectly
filtered by a SAV-adopting AS before reaching the destination.
These metrics are derived from simulated packet routes and
thus do not consider actual traffic volume on links.

For spoofing attacks, in each setting, we present results for
each SAV policy obtained from 1000 independent trials. We
improved efficiency by using 5 destinations per run. Similarly,
for DSR, we obtain the results from 1000 independent trials,
each with five unique users. For each setting, we present the
average values with 95% confidence intervals.

7.2 Results under Spoofing Attacks

We first present the results when the victim (origin) AS is uni-
formly randomly chosen from the entire set of multi-homed
edge ASes. Therefore, the TE behavior of the AS can be in
one of the six categories, following the distribution in Fig. 4.
We then present the impact of AS path prepending and export
policies on the SAV policies.

7.2.1 Overall Results

Fig. 5 shows the false positive rate and detection rates un-
der two attacker models (Spoofing AS and Spoofing Host)
for various SAV policies. Fig. 6 is a zoomed-in version of
Fig. 5a, showing the results for several SAV policies with low
false positive rates. To reduce clutter, for BAR-SAV, we only
present the results for one variant, BAR-SAV w/ BSPI, that
uses BAR-SAV-PI for the provider interfaces, since it leads
to a slightly higher detection rate with no increase in false
positive rate compared to BAR-SAV w/ Loose; comparison of
these two variants is found in Fig. 9 (Appendix A). Similarly,
we only present results for one variant of FP-uRPF (Feasible-
Path), which applies FP-uRPF to both customer and bilateral
peer interfaces, since it leads to much less lower false positives
than the variant that includes the provider interfaces, while
it leads to significantly higher detection rate with almost no
detrimental impact on false positives compared to the variant
that only includes the customer interfaces; see comparison of
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Figure 6: False positive rate: zoomed-in results for Fig. 5a, not
including Strict uRPF and FP-uRPF.

these three variants in Fig. 10 (Appendix B) .

False positives. Fig. 5a shows that Strict uRPF has the
highest false positive rates, followed by FP-uRPF. This is
expected, since Strict uRPF is not tolerant of asymmetric
routing, while FP-uRPF tends to produce false positives under
selective advertisement (i.e., in partial-export-to-some and no-
export-to-some TE). As such, even though they have a high
detection rate (see Fig. 5b and Fig. 5c¢), they are not suitable
policies for all ASes. However, as stated in §4, they are simple
and effective policies for stub ASes in general, with FP-uRPF
better than Strict uRPF for anycast scenarios.

The rest of the SAV policies have low false positives
(mostly less than 1%); see zoomed-in results in Fig. 6, ob-
tained using 2000 simulation runs. In §7.2.3, we further show
false positives of the various policies under different export
policies. As we shall see, even though the overall differences
across the various policies are small in Fig. 6, they are much
more significant under certain export policies.

We differentiate two variants of BAR-SAV w/ BSPI: one
with the origin adopting ASPA and the other without. In both
variants, the provider Y that does not receive the announce-
ment from the origin X announces at least one prefix itself,
which can be an arbitrary non-conflicting (i.e., non-hijacking)
prefix. We see that the version with origin adopting ASPA has
no false positives, while the other version has false positives,
a point that we will return to in §7.2.3.

Detection rate. The detection rate of the various SAV poli-
cies differs under the Spoofing AS and Host models (see
Fig. 5b and Fig. 5c). While the relative ranking of the various

policies is consistent across these two models, for the same
policy, the detection rate under the Spoofing AS model is
lower than that under the Spoofing Host model, particularly
under a low adoption rate. For instance, even at 50% adop-
tion, EFP-A w/ Bilateral Peers and BAR-SAV w/ BSPI both
lead to a detection rate of about 40% under the Spoofing AS
model, significantly lower than the value (62%) under the
Spoofing Host model. This gap arises because, in the Spoof-
ing AS model, attackers send traffic to each of their neighbors
(instead of only the best path under the Spoofing Host model),
increasing the likelihood of finding a path that bypasses the
deployed SAV policies. This advantage is more pronounced
with low adoption; as deployment increases, the results under
these two models become similar, since more attacker-to-
destination paths traverse at least one AS that adopts SAV.

The two versions of BAR-SAV w/ BSPI have a similar
detection rate. Their detection rates are high, similar to Strict
uRPF and FP-uRPF. EFP-A w/ Bilateral Peers outperforms
EFP-A and achieves similar performance to BAR-SAV w/
BSPI. The two variants of EFP-A have a significantly higher
detection rate than EFP-B. This is expected, since EFP-B
is more permissive and designed to reduce false positives,
particularly in no-export-to-some scenarios, as we shall see
in §7.2.3.

7.2.2 Impact of AS Path Prepending

In the results reported so far, if an AS X uses path prepend-
ing, it prepends itself three times. We further explore two
other scenarios: no prepending and prepending itself eight
times. We do not observe a noticeable difference in the re-
sults (see Appendix C). This is not surprising, since most SAV
mechanisms do not rely on AS_PATH length and consider all
received announcements rather than just the best path.

7.2.3 Impact of Export Policies

To understand the impact of the three export policies, we
examine results for three subsets of ASes: those that use
export-to-all, partial-export-to-some, and no-export-to-some,
respectively. Fig. 7 presents the results; each obtained by
randomly selecting victim ASes following the specific export
policy based on the measurement results in §5.
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Figure 7: Impact of export policies under spoofing attacks.

We observe significantly different false positives under
these three export policies (see the Fig. 7a, Fig. 7d, Fig. 7g).
Under export-to-all, only Strict uRPF has false positives. Un-
der partial-export-to-some, both Strict uRPF and FP-uRPF
exhibit high false-positive rates, while the other policies
have none. Under no-export-to-some, we again see that only
BAR-SAV w/ BSPI (origin w/ ASPA) has zero false positives.
This is because BAR-SAV leverages all available routes in
BGP announcements and ASPA data to iteratively build the
customer cone and identify all prefixes announced by ASes
within it. When its provider Y announces a prefix, the valida-
tor using BAR-SAV can incorporate that path into its customer
cone. Then, using ASPA records, the validator recognizes that
the origin X is a valid customer of provider Y, thus success-
fully tracing the path to the origin. The above results only
require adoption of ASPA by the origin, not any other AS.

All other SAV policies under no-export-to-some have high
false-positive rates. Since the no-export-to-some policy is
widely used (e.g., see survey in §6), considering both false
positive and detection rates (Fig. 7b, Fig. 7c, Fig. 7e, Fig. 7f,
Fig. 7h, Fig. 71), BAR-SAV w/ BSPI (origin w/ ASPA), is the
best policy.

The no-export-to-some scenario also shows the limitations
of EFP-A and validates the recommendation of EFP-B in RFC
8704. Under a more permissive policy, EFP-B tolerates miss-
ing route information better and shows a clear improvement
in false positives compared to EFP-A. Although its detection
rate is significantly lower, network operators’ primary issue
with deployment is the risk of false positives, where avoiding
disruption to legitimate traffic is critical. This tradeoff ex-
plains why EFP-B is preferred despite its worse performance
in detecting IP spoofing. EFP-A peaks at a false positive rate
of 22% and performs slightly worse when including bilat-
eral peer interfaces. EFP-B achieves a lower false-positive
rate than EFP-A across all adoption percentages, reaching
about 14% at full adoption. However, the false positive rates
of EFP-B are still too high; this may explain why no operator
indicated current or future support for EFP-uRPF (§6).

Overall, the significantly different results under the differ-
ent export policies demonstrate the importance of identify-
ing and simulating realistic export policies when evaluating
SAV mechanisms. For example, simulating only ’export-to-
all’ export policy, widely usedin the literature, can lead to
a significant underestimate of false positives across various
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Figure 8: Security evaluation for the DSR scenario.

SAV mechanisms.

7.3 DSR Results

To most SAV policies, DSR appears indistinguishable from
spoofing. As a result, all policies, except BAR-SAV, have high
false-positive rates, comparable to their detection rates in the
spoofing attack scenario.

Fig. 8 shows that Strict, FP-uRPF, and EFP-A w/ Bilateral
Peers, and EPF-A have very high false positive rates. EFP-B,
being more permissive, has significantly lower false positives.
Fig. 8 shows two variants of BAR-SAV w/ BSPI: the edge
server has or lacks a valid ROA that authorizes its use of the
CDN server’s prefix. When the edge server lacks a ROA, the
validators running BAR-SAV also treat traffic from the edge
server as spoofed, leading to high false positives. Otherwise,
the validators use the ROA to identify traffic from the edge
server as valid and do not drop it, leading to no false positives.

8 Recommendations

The current state of router support for SAV policies re-
mains limited. Major router vendors, including Cisco, Ju-
niper, Huawei, and Arista, all support Loose and Strict uRPF.
Among these vendors only Juniper currently supports FP-
uRPF. EFP-uRPF and BAR-SAV are not supported by any
major router vendor at this time. Although implementations
for SAV policies are limited, we use our findings to make the
following recommendations for selecting and deploying SAV
policies:

BAR-SAV. For broader deployment, BAR-SAV emerges as
the strongest option. If an AS uses selective advertisement,
it should adopt ASPA to publish its provider relationships.
This ensures that BAR-SAV validators can reconstruct valid
paths and avoid false positives. If an AS routes data packets
using IP addresses in a prefix that it does not announce, it
should have a valid ROA authorizing its use of the prefix, al-
lowing BAR-SAV to avoid incorrectly filtering these packets.
With these considerations, BAR-SAV delivers strong spoofing
mitigation without sacrificing legitimate traffic, even in com-
plex routing configurations, motivating its standardization and
deployment.

Provider Interfaces. BAR-SAV w/ BSPI leads to a slightly
higher detection rate than BAR-SAV w/ Loose. If complexity
is a concern, network operators can adopt Loose uRPF instead

of BAR-SAV-PI for provider interfaces. Loose uRPF has ex-
isting router support, and can help filter Martian or non-routed
addresses.

Stub ASes. BAR-SAY, Strict uRPF, and FP-uRPF are suit-
able choices for stub ASes that have only a single provider.
Strict uRPF and FP-uRPF already have existing router support.
FP-uRPF is more flexible than Strict uRPF and supports any-
cast scenarios for stub ASes. For DSR scenarios, BAR-SAV
should be used.

9 Conclusion and Future Work

In this paper, we presented EZ-SAVE, the first system-
atic, simulation-driven evaluation of easy-to-deploy non-
interactive routing-based SAV policies. We measured the TE
behaviors of origin ASes and used these measurements to
conduct a realistic evaluation of SAV policies. Based on the
results, we provided recommendations on selecting and de-
ploying SAV policies. Our results provide significant insights
that may assist and guide network operators, developers, and
the standardization process. We further highlight the impor-
tance of using realistic export policies for SAV evaluation.

Future work could extend these evaluations to additional
traffic engineering strategies, dynamic routing behaviors, and
different attacker models (e.g., including deceiving SAV us-
ing control plane attacks) to further refine our deployment
recommendations. We also acknowledge limitations in our
measurement methodology for capturing no-export-to-some
behavior. In our operator survey, more than 40% reported
using no-export-to-some, compared to only 2% of measured
ASes. When asked to estimate the percentage of edge ASes
performing no-export-to-some, 75% could not provide an es-
timate, while the remaining responses ranged from 0-5% to
36—100%. This disparity highlights uncertainty around de-
ployed TE practices and motivates future work to measure
no-export-to-some behavior to improve simulation realism.
Finally, the CAIDA AS topology we use has limitations; im-
proving topology accuracy and IXP modeling is another future
direction.
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Appendices

A Impact of Provider Interfaces

Fig. 9 compares the results of two variants of BAR-SAV: BAR-
SAV w/ BSPI and BAR-SAV w/ Loose, which use BAR-SAV-
PI and Loose uRPF for the provider interfaces, respectively.
We see only a slightly higher detection rate with BAR-SAV
w/ BSPI, and hence our recommendation is that Loose uRPF
can be used for provider interfaces when using BAR-SAV if
complexity is a concern.

B Feasible-Path uRPF Applied Interfaces

Feasible-Path uRPF (FP-uRPF) does not provide a clear rec-
ommendation for applied interfaces in the RFC; therefore,
we conducted a separate evaluation examining the trade-offs
of applying FP-uRPF across varying interfaces. Fig. 10 com-
pares the results when applying FP-uRPF to all interfaces,
only to customer and bilateral peer interfaces, and only to
customer interfaces. We see that the variant that applies FP-
uRPF has significantly higher false positives than the other
variants. The variant that applies FP-uRPF only to customer
interfaces results in almost no reduction in false positives, at
a significant loss in detection rate, compared to the variant
that uses FP-uRPF for both customer and bilateral peer inter-
faces. We therefore focus on the variant that uses FP-uRPF to
both customer and bilateral peer interfaces in this paper (see
Table 1).

C AS Path Prepending

Fig. 11 shows the overall results under two other AS path
prepending settings: prepending 8 times (the 99th percentile
from the measurements) and no prepending. The results for
prepending 3 times (average of the measurements) are shown
in Fig. 5. Comparing the three settings, we see little impact
of AS path prepending except for Strict uRPF, since it is the
only SAV policy that uses best path information.

D Network Operator Survey Questions

The following is a list of all the questions asked in the survey
discussed in Section 6.

1. To how many ASes does your AS provide transit service
(your customer ASes)?

2. How many transit-ASes provide service to your AS (your
providers)?

3. Which Source Address Validation (SAV) mechanisms
do you use or consider using? (Check all that apply. If
not listed, please specify which SAV mechanisms.)

4. What are your main concerns regarding usage of SAV
mechanisms? (Check all that apply. If not listed, please
specify your main concerns.)

5. Do you use, or consider using in the next year to four
years, any of the following BGP defenses?

6. Do you use any traffic-engineering methods? (Check all
that apply. If not listed, please specify which methods.)

7. Can you estimate the percentage of edge ASes that have
one or more providers to whom they do not export any
prefix, or only export prefixes with the NO_EXPORT
community?

8. Do you think Direct Server Return (DSR) is important?
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Figure 9: Security evaluation comparing BAR-SAV w/ BSPI versus BAR-SAV w/ Loose.
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Figure 10: Security evaluation comparing FP-uRPF when applied to varying interfaces.
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Figure 11: Evaluation for the impact of AS path prepending. These show the overall results when prepending ASN 8 times (99th percentile
from the measurements) and no prepending. The results for prepending 3 times (average value from the measurements) are in Fig. 5.
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