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Abstract

Rogue (unauthorized) wireless access points pose serious security threats to local networks. In this paper, we
propose two online algorithms to detect rogue access points using sequential hypothesis tests applied to packet-
header data collected passively at a monitoring point. One algorithm requires training sets, while the other does
not. Both algorithms extend our earlier TCP ACK-pair technique to differentiate wired and wireless LAN TCP
traffic, and exploit the fundamental properties of the 802.11 CSMA/CA MAC protocol and the half duplex nature
of wireless channels. Our algorithms make prompt decisions as TCP ACK-pairs are observed, and only incur
minimum computation and storage overhead. We have built a system for online rogue-access-point detection using
these algorithms and deployed it at a university gateway router. Extensive experiments in various scenarios have
demonstrated the excellent performance of our approach: the algorithm that requires training provides rapid detection
and is extremely accurate (the detection is mostly within 10 seconds, with very low false positive and false negative
ratios); the algorithm that does not require training deté@¥s-76% of the wireless hosts without any false positives;
both algorithms are light-weight (with computation and storage overhead well within the capability of commodity
equipment).

. INTRODUCTION

The deployment of IEEE 802.11 wireless networks (WLANSs) has been growing at a remarkable rate during the
past several years. The presence of a wireless infrastructure within a network, however, raises various network
management and security issues. One of the most challenging issues is rogue access points (APs), i.e., wireles
access points that are installed without explicit authorization from a local network management [9], [1], [3], [4].
Although usually installed by innocent users for convenience or higher productivity, rogue APs pose serious security
threats to a secured network. They potentially open up the network to unauthorized parties, who may utilize the
resources of the network, steal sensitive information or even launch attacks to the network. Furthermore, rogue APs
may interfere with nearby well-planned APs and lead to performance problems inside the network.

Due to the above security and performance threats, detecting rouge APs is one of the most important tasks
for a network manager. Broadly speaking, two approaches can be used to detect rogue APs. The first approact
detects rogue APs by monitoring the RF airwaves, possibly exploiting additional information gathered at routers
and switches [2], [8], [9], [1], [3], [4], [10], [11], [27]. The second approach monitors incoming traffic at a traffic
aggregation point (e.g., a gateway router) and determines whether a host uses wired or wireless cbnlfiection

A local network typically supports both Ethernet and WLAN technologies, and therefore the aggregation point observes a mixture of
wired and wireless traffic. The scenario of purely wireless network is discussed in Section VIII-B.



a host is determined as using wireless connection while it is not authorized to do so (e.g., it is not cor%tained in
the authorization list), the AP attached by this host is detected as a rogue AP. The first approach can suffer from
various drawbacks including scalability, deployment cost, effectiveness and accuracy (see Section I-A). The second
approach does not have the above drawbacks: (1) since it is based on passive measurensargke atanitoring
point, it is scalable, requiring little deployment cost and effort, and is easy to manage and maintain; (2) since the
detection is by detecting wireless connections, it is equally applicable to detect layer-2 or layer-3 rogue devices
while the first approach may need different schemes for rogues at different layers [10], [11]. The challenge in
applying the second approach is: how to effectively detect wireless trafficgemsivelycollected data in annline
manner?

In this paper, we take the second approach and developmiite algorithms to meet the above challenges. Our
main contributions are as follows:

« We extend the analysis in [25] and demonstrate that using TCP ACK-pairs can effectively differentiate Ethernet
and wireless connections (including both 802.11b and 802.11g).

« We develop two online algorithms to detect rogue APs. Both algorithms use sequential hypothesis tests and
make prompt decisions as TCP ACK-pairs are observed. One algorithm requires training data, while the other
does not. To the best of our knowledge, ours are the first spasdive onlindechniques that detect rogue
APs by differentiating connection types.

« We have built a system for online rogue-AP detection using the above algorithms and deployed it at the gateway
router of the University of Massachusetts, Amherst (UMass). Extensive experiments in various scenarios have
demonstrated the excellent performance of our algorithms: (1) The algorithm that requires training provides
rapid detections and is extremely accurate (the detection is mostly within 10 seconds, with very low false
positive and false negative ratios); (2) The algorithm that does not require training d#i#c6% of the
wireless hosts without any false positives; (3) Both algorithms are light-weight, with computation and storage
overhead well within the capability of commodity equipment. We further conduct experiments to demonstrate
that our scheme can detect connection-type switching and wireless networks behind a NAT box, and it is
effective even when the hosts have high CPU, disk or network utilizations.

The rest of the paper is organized as follows. Section I-A describes related work. Section Il presents the problem
setting and a high-level description of our approach. Section Il analyzes TCP ACK-pairs in Ethernet and WLAN.
Sections IV and V present our online algorithms and online rogue-AP detection system, respectively. Sections VI and
VII present experimental evaluation methodology and results, respectively. Section VIII discusses several practical
issues related to rogue AP detection. Finally, Section IX concludes the paper.

A. Related work

As mentioned earlier, monitoring RF waves and IP traffic are two broad classes of approaches to detecting rogue
APs. Most existing commercial products take the first approach — they either manually scan the RF waves using
sniffers (e.g., AirMagnet [2], NetStumbler [8]) or automate the process using sensors (e.g.,[1], [9], [4]. Automatic
scanning using sensors is less time consuming than manual scanning and provides a continuous vigilance to rogus
APs. However, it may require a large number of sensors for good coverage, which leads to a high deployment cost.
Furthermore, since it depends on signatures of APs (e.g., MAC address, SSID, etc.), it becomes ineffective when
a rogue AP spoofs signatures. Three recent research efforts [10], [11], [27] also use RF sensing to detect rogue
APs. In [10], wireless clients are instrumented to collect information about nearby APs and send the information
to a centralized server for rogue AP detection. This approach is not resilient to spoofing. Secondly, it assumes that
rogue APs use standard beacon messages in IEEE 802.11 and respond to probes from the clients, which may nc
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Fig. 1. Problem setting: a monitoring point at an aggregation point (e.g., the gateway router) captures incoming traffic and outgoing traffic
to detect rogue APs.

hold in practice. Last, all unknown APs (including those in the vicinity networks) are flagged as rogue APs, which
may lead to a large number of false positives. The main idea of [11] is to enable dense RF monitoring through
wireless devices attached to desktop machines. This study improves upon [10] by providing more accurate and
comprehensive rogue AP detection. However, it relies on proper operation of a large number of wireless devices,
which can be difficult to manage. In contrast, our approach only requires a single monitoring point, and is easy
to manage and maintain. The focus of [27] is on detecting protected layer-3 rogue APs. Our approach is equally
applicable to detect layer-2 or layer-3 rogue devices.

The studies of [13], [19] detect rogue APs by monitoring IP traffic. The authors of [13] demonstrated from
experiments in a local testbed that wired and wireless connections can be separated by visually inspecting the
timing in the packet traces of traffic generated by the clients. The settings of their experiments are very restrictive.
Furthermore, the visual inspection method cannot be carried out automatically. Our schemes are bagetous a
analysisof Ethernet and wireless traffic characteristicsealistic settings. Furthermore, we provide two sequential
hypothesis tests tautomaticallydetect rogue AP# real time The technique in [19] requires segmenting large
packets into smaller ones, and hence is not a passive approach.

There are several prior studies on determining connection types. However, none of them provides a passive online
technique, required for our scenario. Our previous work [25] proposes an iterative Bayesian inference technique to
identify wireless traffic based on passive measurements. This iterative approach is not suitable for online deployment.
The work of [12] uses entropies to detect wireless connection iofffine manner. In other studies, differentiating
connection types is based on active measurements [26] or certain assumptions about wireless links (such as ven
low bandwidth and high loss rates) [15], which do not apply to our scenario.

Last, sequential hypothesis testing [24] provides an opportunity to make decisions as data come in, and thus is
a suitable technique for our purpose. It is also used for prompt portscan detection in [18].

Il. PROBLEM SETTING AND APPROACH

Consider a local network (e.g., a university campus or an enterprise network), as illustrated in Fig. 1. A monitoring
point is placed at an aggregation point (e.g., the gateway router) of this local network, capturing traffic coming in
and going out of the network. End hosts within this network use either wired Ethernet or 802.11 WLAN to access
the Internet. An end host not authorized to use WLAN may install a rogue AP to connect to the network. Our goal
is to detect those rogue APsiieal timebased orpassivemeasurements at the monitoring point. For this purpose,
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Fig. 2. Settings for the analysis: (a) Ethernet, (b) WLAN (802.11b or 802.11g). The dashed rectangle between the sender and the router
represents the monitoring point. The pair of ACK&, and As, forms an ACK-pair.

we must answer the following two questions: (1) what statistics can be used to effectively detect wireless hosts?
(2) how to detect wireless hosts in an online manner? We next provide a high-level description on how we address
these two questions; a detailed description is deferred to Sections Il and IV.

We have shown thanter-ACK timeis a statistic that can be used to effectively detect wireless hosts in [25].

An inter-ACK time is the inter-arrival time of @CP ACK-pair i.e., a pair of ACKs corresponding to two data
packets that arrive at the monitoring point close in time. In [25], we analyze the inter-ACK time in Ethernet and
WLAN and demonstrate that it can be used to differentiate these two connection types. However, the analysis does
not include 802.11g, since it was not widely deployed at that time. In Section Ill, we extend the analysis in [25]
to 802.11¢g, and derive a new set of results for Ethernet and 802.11b. Our results demonstrate that inter-ACK times
can effectively differentiate Ethernet and WLAN (including both 802.11b and 802.11g hosts).

For online detection of wireless hosts, we develop two light-weight algorithms (see Section V), both using
sequential hypothesis tests and taking the inter-ACK times as input. These two algorithms roughly work as follows.
They calculate the likelihoods that a host uses WLAN and Ethernet as TCP ACK-pairs are observed. When the
ratio of the WLAN likelihood against the Ethernet likelihood exceeds a certain threshold, they make a decision
that the host uses WLAN.

I1l. ANALYSIS OF TCP ACK-PAIRS

In this section, we extend the analysis in [25] and demonstrate analytically that inter-ACK time can be used to
effectively differentiate Ethernet and WLAN (including both 802.11b and 802.11g). In the following, we start from
the assumptions and settings, and then present the analytical results. At the end, we briefly summarize the insight:
obtained from the analysis.

A. Assumptions and settings

The settings for our analysis are shown in Fig. 2, where an outside sender sends data to a receiver in the local
network. In Fig. 2(a), the receiver uses Ethernet; in Fig. 2(b), the receiver uses 802.11b or 802.11g WLAN. We
refer to the above settings &thernet settingand WLAN setting respectively. In both settings, a router resides
between the sender and the receiver, and is connected to the sender by lvikh 100 Mbps bandwidth. The
monitoring point is between the sender and the router, tapping intalinkn the Ethernet setting, the router and
the receiver are connected by lidk with 100 Mbps bandwidth. In the WLAN setting, an access point resides



between the router and the receiver. The access point and the router are connectedQyWitik 100 Mbpg

bandwidth; and the receiver is connected to the access point usiktpps 802.11b o654 Mbps 802.11g. In both
the Ethernet and WLAN settings, the router’s queues for incoming data packets and ACKs are modé)dd /ds
queues. Le)p and Q4 denote the queues for data and ACKs respectively. The utilizatiodgofind Q4 are

pp andpy, respectively.

We assume that the receiver implements delayed ACK polgigice this policy is commonly used in practice [21],
[7]. To accommodate the effects of delayed ACK, we consider four data patkef?, P; and P4, each of1500
bytes, sent back-to-back from the sender. Without loss of generality, we assume that/paiskecknowledged.
Since we assume delayed ACK, packstis also acknowledged. Let; and A3 denote the ACKs corresponding to
packetsP; and Ps, respectively. Them; and A3 form an ACK-pair. LetA 4 represent the inter-ACK time ofl;
and A3 at the monitoring point. Lef\ denote the inter-arrival time of the data packPtsand P; at the monitoring
point. ThenA = 120 x 2 = 240 us since eachP; (i = 1,...,4) is 1500 bytes and the bandwidth of linksy is 100
Mbps.

Intuitively, the random backoff mechanism in 802.11 (i.e., a host must wait for a random backoff interval to
transmit [17]) and the half duplex nature of wireless channels (i.e., data packets and ACKs contend for media
access at a wireless host) may lead to larger inter-ACK times in WLAN than those in Ethernet. To demonstrate
analytically that this is indeed the case, we consider the following worst-case scenarios (in terms of differentiating
Ethernet and WLAN hosts). In the Ethernet setting, we assume cross traffic traversing both Quewes] Q) 4,
at the router so that the Ethernet link may be heavily utilized. In the WLAN setting, the wireless link between
the access point and the receiver is undealized conditionsi.e., the channel is perfect, and is only used by the
access point and the receiver. As we shall see, even in the above scenarios, the inter-ACK times of WLAN are
generally larger than those of Ethernet, and hence can be used to differentiate WLAN and Ethernet connections.

B. Analysis of Ethernet

We next present two theorems on inter-ACK times in the Ethernet setting. Their proofs are found in Appendices |
and Il, respectively.

Theorem 1:(Inter-ACK time distribution for Ethernet) In the Ethernet setting, whet < pp,pa < 1,

P(A4 > 600 ps) < 0.18.

We next consider the sample median distribution of inter-ACK times, and calculate the probability that it exceeds
600 us. Let {A#17_, denote an i.i.d sequence ofinter-ACK times from a host (they can be from different TCP
flows). Let& (A 4) denote the sample median §A#}7_,. Then we have the following theorem @i (A 4).

Theorem 2:(Median inter-ACK time for Ethernet) In the Ethernet setting, for a given i.i.d sequence of
sample inter-ACK timed A2}, when0 < pp,pa < 1 and43 < n < 100, we haveP(£%(A4) < 600 us) ~ 1.
Furthermorelim,, o, P(§%(A4) < 600 pus) = 1.

Both of the above theorems will be used explicitly to construct a sequential hypothesis test in Section IV-B.

C. Analysis of 802.11b WLAN

We now analyze the inter-ACK time distribution in the 802.11b WLAN setting. As mentioned earlier, we assume
idealized conditions, that is, the wireless channel between the access point and the receiver is perfect and there i
no contention from other wireless nodes. For 11 Mbps 802.11b, the transmission overhead for a TCP packet with
zero payload i$08 us, which includes the overhead to transmit physical-layer, MAC-layer, IP and TCP headers,

2That is, a receiver releases an ACK after receiving two packets, or if the delayed-ACK timer is triggered after the arrival of a single
packet.



the overhead for ACK transmission, and the durations of one SIFS and DIFS [16]. The slot thedsand %1
wireless device waits for a random backoff time uniformly distributeDir31] time slots (i.e. [0, 620] us) before
transmitting a packet. Therefore, tihAC service timgi.e., the sum of the constant transmission overhead and
the random backoff time) of a data packet of 1500 bytes is uniformly distributétird, 2190] us. The MAC
service time of an ACK of 40 bytes is uniformly distributed[i08, 1128] ns. We have the following theorem for
the 802.11b WLAN setting; the proof is found in Appendix IIl.

Theorem 3:(Inter-ACK time distribution for 802.11b) In the 802.11b WLAN setting, under idealized condi-
tions, P(A 4 > 600 ps) > 0.96.

D. Analysis of 802.11g WLAN

We next show that 54 Mbps 802.11g WLAN generally has larger inter-ACK times than 100 Mbps Ethernet
although they have comparable bandwidths. We again assume ideal conditions. For 54 Mbps 802.11g, the trans-
mission overhead for a TCP packet with zero payload(i$ is. The slot time is9 us. The receiver waits for
a random backoff time uniformly distributed i, 15] time slots (i.e.,[0, 135] wus) before transmitting a packet.
Therefore, the MAC service time of a data packet (1500 bytes) is uniformly distribut8d5m60] us; the MAC
service time of an ACK (40 bytes) is uniformly distributed [if09, 244] 1s. We have the following theorem for
the 802.11g WLAN setting; the proof is found in Appendix IV.

Theorem 4:(Inter-ACK time distribution for 802.11g) In the 802.11g WLAN setting, under idealized condi-
tions, P(A 4 > 600 ps) > 0.45.

E. Summary of Analysis

The above analysis demonstrates that, even when WLAN is under idealized conditions while Ethernet LAN is
fully utilized, using TCP ACK-pairs can effectively differentiate Ethernet and WLAN connections: for Ethernet,
less thani8% of the inter-ACK times excee@00 us, while for 802.11b and 802.11g, at le@ and45% of the
inter-ACK times excee®00 us (see Theorems 1, 3 and 4). Under more realistic conditions (e.g., noisy wireless
channel and with contention), inter-ACK times in WLAN may be even higher than those in Ethernet. Last, our
analysis is based on the fundamental properties of the 802.11 CSMA/CA MAC protocol and the half-duplex nature
of wireless channels, thus indicating that using inter ACK-time is a robust technique and cannot be easily spoofed
(e.g., it is robust against MAC-address spoofing).

IV. ONLINE DETECTIONALGORITHMS

In this section, we develop two online algorithms to detect wireless hosts based on our analysis in the previous
section. Both algorithms use sequential hypothesis test technique and take the inter-ACK times as the input. The first
algorithm requires knowing the inter-ACK time distributions for Ethernet and WLAN trafffriori. The second
algorithm does not have such a requirement. Instead, it is directly based on Theorems 1 and 2 (see Section III).
We refer to these two algorithms aequential hypothesis test with trainiagd sequential hypothesis test without
training respectively. The algorithm without training, although is not as powerful as the one with training (see
Section VII), is suitable for scenarios where the inter-ACK time distributions are not avadaptiori (e.g., for
organizations with no wireless networks).

We now describe these two algorithms in detail. Both algorithms use at Mest100 ACK-pairs to make a
decision (i.e., whether the connection is Ethernet or WLAN) to accommodate the scenarios where a host switches
between Ethernet and WLAN connections.



nzO,lEle:0.
do{
Identify an ACK-pair
n=n+1
lg =1g +1ogpn, lw = lw +log gy

if lw —lg > 10gK
Report WLAN,n = 0,1l = Iy = 0.

else iflyy —lg < —log K
Report Ethernetp = 0,1l = Iy = 0.

else ifn=N
Report undeterminedy = 0,1l = Iy = 0.
}

Fig. 3. Sequential hypothesis test with trainidg,= 100.

A. Sequential Hypothesis Test with Training

We have demonstrated that the inter-ACK time distributions for Ethernet and WLAN differ significantly (see
Section 1ll). When these distributions are known, we can calculate the likelihoods that a host uses Ethernet and
WLAN respectively given a sequence of observed inter-ACK times. If the likelihood of using WLAN is much
higher than that of using Ethernet, we conclude that the host uses WLAN (and vice versa).

We now describe the test in more detail. §é1'}7_, represent a sequence of inter-ACK time observations from
a host, and A2}, represent their corresponding random variables.H.aend W represent respectively the events
that a host uses Ethernet and WLAN. ek = P(A{ = §{, As = 64',..., A4 = 6/} | E) be the likelihood that
this observation sequence is from an Ethernet host. Similarlfyjet= P(A$ = 61, A = 641, ... A4 =62 | W)
be the likelihood that the observation sequence is from a WLAN hospLetP(A# = 62 | E) be the probability
that thei-th inter-ACK time has valué? given that it is from an Ethernet host. Similarly, igt= P(A# = 62 | W)
be the probability that thé-th inter-ACK time has value;* given that it is from a WLAN host. Bottp; and g
are known, obtained from the inter-ACK time distributions for Ethernet and WLAN traffic respectively. Assuming
that the inter-ACK times are independent and identically distributed, we have

LE:P(Afzéf‘,...,Aﬁzéf|E):Hpi,
=1

Ly =PAf =6, ... A =60 1W) =[] &
=1

This test updated.,;y and Lr as an ACK-pair is observed. Lét > 1 be a threshold. If after the-th ACK-pair,
the ratio of Ly and Ly is over the threshold, i.eLy /Lr > K, then the host is classified as a WLAN host. If
Lw/Lg < 1/K, then the host is classified as an Ethernet host. If neither decision is madeVaR&@K-pairs,
the connection type is classified as undetermined. In the implementation, for convenience, we use log-likelihood
function(,, = log(Lw ) andlp = log(Lg) instead of the likelihood function.

This test is summarized in Fig. 3. As we can see, it has very little computation and storage overhead (it only
stores the current likelihoods for Ethernet and WLAN for each IP address being monitored).



m=n=0.

do {
Identify an ACK-pair
n=n+1
m=m + 152 > 600 us)

h—m

p=

[T I log K

if p=1andn > -7
Report WLAN.m =n = 0.

: m(log p—log 6+log(1—0)—log(1—p))—log K
else ifn < Tog(T—0)—Tog(1=f)

Report WLAN.m =n = 0.

else ifn > 43 and p > 0.5
Report WLAN.m =n = 0.

else ifn=N
Report undeterminedn = n = 0.

Fig. 4. Sequential hypothesis test without training, , whiEre¢ is the indicator function)V = 100.

B. Sequential Hypothesis Test without Training

This test does not require knowing the inter-ACK time distributions for Ethernet and WLAN hopt$ori.
Instead, it leverages the analytical results that the probability of an inter-ACK time exceasding is small for
Ethernet hosts, while it is much larger for WLAN hosts (see Section lll). In the following, we first construct a
likelihood ratio test [14], and then derive from it a sequential hypothesis test.

The likelihood ratio test is as follows. Let be the probability that an inter-ACK time excee@l®) us, that is,
p= P(A4 > 600 us). By Theorem 1, we have < 0§ = 0.18 for Ethernet host. Therefore, if the hypothegis: ¢
is rejected by the inter-ACK time observation sequence, we conclude that this host does not use Ethernet and hence
uses WLAN. More specifically, consider two hypothesHs,and H,,, representing respectively the null hypothesis
that a host uses Ethernet and the alternative hypothesis that the host uses WLAN. For a sequence of inter-ACK
time observationgd#'}7_,, let m be the number of observations that excé6d us. Let K > 1 be a threshold.
Then the likelihood ratio test rejects the null hypothediswhen

Supg<p<p P (1 —p)"™™ 1

A= <—
Supg<p<1 P(1 —p)» ™ K

In the middle term above, the numerator is the maximum probability of having the observed sequence (which has
m inter-ACK times exceedin@00 ps) computed over parameters in the null hypothesis (des p < 6). The
denominator of) is the maximum probability of having the observed sequence over all possible parameters (i.e.,
0<p<1).If A\<1/K, that is, there are parameter points in the alternative hypothesis for which the observed
sample is much more likely than for any parameter points in the null hypothesis, the likelihood ratio test concludes
that Hy should be rejected. In other words, if < 1/K, the likelihood ratio test concludes that the host uses
WLAN.

We now derive a sequential hypothesis test from the above likelihood ratio tegt.-et /n, wherem is the
number of inter-ACK times exceeding 6Q3 andn is the total number of inter-ACK times. It is straightforward



to show thatp is the maximum likelihood estimator of, i.e., sup;<,<; p™ (1 — p)"~™ is achieved whemp = 13?
Whenp < 0, we havesupy,<gp™ (1 —p)" ™" = supg<,<; p™(1 —p)"~™, and hence\ = 1 > 1/K. In this case,
the null hypothesidd, is not rejected. Therefore, we only consider the case whete), which can be classified
into two cases:
Case 1:0 < p < 1. In this case, to reject the null hypothedig, we need

pr(—p)nm

PP g
gn(l_gym

which is equivalent to

- m(logp —log 6 + log(1 — 0) — log(1 — p)) — log K

1
log(1 - 0) — log(1 - ) @
Case 2:p = 1. In this case, to reject the null hypothegd#, we need
1
— > K
o~
which is equivalent to
log K
(2)

" logh -

When K = 10% and# = 0.18, from (2), we haven > 8. This implies that we need at lea&tACK-pairs to detect
a WLAN host for the above setting.

In addition to conditions (1) and (2), we also derive a complementary condition to reject the null hypothesis
H, directly from Theorem 2. Theorem 2 states that, when the number of inter-ACK observatisriztweeni3
and 100, we haveP (£ (A 4) < 600 us) ~ 1 for Ethernet hosts. Therefore, an additional condition to rejégis
when43 < n < 100 andp > 0.5 (because this condition implies that at least half of the inter-ACK observations
exceed600 us, that is,£’(A4) > 600 ps, which contradicts Theorem 2).

We combine the above three conditions to construct a sequential hypothesis test as shown in Fig. 4. As we can
see, this test has very little computational and storage overhead (it only stores the total number of inter-ACK times
and the number of inter-ACK times exceeding §@0for each IP address being monitored). Last, note that it only
reports WLAN hosts, while the sequential hypothesis test with training reports both WLAN and Ethernet hosts.

V. ONLINE ROGUE-AP DETECTION SYSTEM

We design a system for online detection of rogue APs. This system consists of three major components as
illustrated in Fig. 5. The data capturing component collects incoming and outgoing packet headers. These packet
headers are then passed on to ¢indine detection enginevhere WLAN hosts are detected using the algorithms
described in the previous sections. Once a WLAN host is detected, its IP address is looked up from an authorization
list for rogue-AP detection. We next describe the online detection engine, the core component in the system, in more
detail. Afterwards, we describe how to identify ACK-pairs in real time and obtain inter-ACK time distribwdions
priori (required by the sequential hypothesis test with training).
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Fig. 5. Online rogue-AP detection system.

A. Online Detection Engine

The online detection engine makes a detection on a per host (or IP address) basis. Since TCP data packet:
and ACKs come in on a per flow basis and a host may have multiple simultaneous active TCP thewanline
detection engine maintains a set of data structures in memory, each corresponding to an active TCP flow. We name
the data structure as amacked-data-packet quesece it stores the information on all the data packets that have
not been acknowledged by the receiver. Each item in a queue represents a data packet in the corresponding activ
flow. It records the sequence number (4 bytes), the timestamp (8 bytes) and size (2 bytes) of the packet. In addition,
the online detection engine also records the latest ACK for each TCP flow in memory. These information is used
to identify ACK-pairs as follows. For each incoming ACK, the online detection engine finds its corresponding
unacked-data-packet queue (using a hash function for quick lookup) and then matches it with the items in the
gueue to identify ACK-pairs. Once an ACK-pair is identified, depending on whether training data is available, it is
fed into the sequential hypothesis test with or without training to determine whether the host uses WLAN.

The memory requirement of the online detection system mainly comes from storing the unacked-data-packet
gueues. Each queue contains no more thaitems, whereM is the maximum TCP window size (since an item
is removed from the queue once its corresponding ACK arrives). In our experiments, we find that most queues
contain a very small number of items (see Section VII-C), indicating that the memory usage of this online detection
system is low.

B. Online Identification of TCP ACK-pairs

As described earlier, two successive ACKs form an ACK-pair if the inter-arrival time of their corresponding data
packets at the monitoring point is less than a threstiojdhosen ag40 s or 400 us in our system, see Section VII).
In addition to the above condition, we also take account of several practical issues when identifying ACK-pairs.
First, we exclude all ACKs whose corresponding data packets have been retransmitted or reordered. We also exclude
ACKs due to expiration of delayed-ACK timers if delayed ACK is implemented (inferred using techniques in [25]).
This is because, if an ACK is triggered by a delayed-ACK timer, it is not released immediately after a data packet.

3We define a flow that has not terminated and has data transmission during the last minute as an active flow.



Therefore, the inter-arrival time of this ACK and its previous ACK does not reflect the characteristics of tl%le access
link. Furthermore, to ensure that two ACKs are successive, we require that the difference of their IPIDs to be no
more thanl. We also restrict that the ACKs are for relatively large data packets (of size atll##sbytes), to

be consistent with the assumption of our analysis (in Section Ill). Last, we require that the inter-ACK time of an
ACK-pair to be below200ms. This is due to the following reasons. Consider three ACKs, the second and third
ones being triggered by delayed-ACK timer. If the second ACK is lost, the measurement point will only observe
a pair of ACKs (the first and third ACK), which is not a valid ACK-pair (since the third ACK is triggered by
delayed-ACK timer). Requiring the inter-ACK time of an ACK-pair to be bel2d0 ms can exclude this pair of
ACKs because their inter-arrival time is at le28D ms (it takes at least00 ms for a delayed-ACK timer to go

off).

A user may purposely violate the above criteria for ACK-pairs (e.g., by never using TCP, using smaller MTUs
or tampering with the IPID field) so that the measurement point does not capture any valid ACK-pair from this
user. However, all the above cases are easy to detect and can raise an alarm that this user may attempt to hide
rogue AP.

C. Obtaining Inter-ACK Time Distributions Beforehand

To apply the sequential hypothesis test with training, we need to know the inter-ACK time distributions for
Ethernet and WLAN beforehand. In general, the inter-ACK time distribution for a connection type can be acquired
from a training set which contains TCP flows known to use this connection type. We detail how we construct
training sets for our experimental evaluation in Section VI-B; training sets for other networks can be constructed
in a similar manner.

VI. EVALUATION METHODOLOGY

We evaluate the performance of our rogue-AP detection algorithms through extensive experiments. In this section,
we describe our evaluation methodology, including the measurement equipment, training sets, test sets, and offline
and online evaluation.

A. Measurement Equipment

Our measurement equipment is a commodity PC, installed with a DAG card [6] to capture packet headers. It is
placed at the gateway router of UMass, Amherst, connected via an optical splitter to the access link connecting
the campus network to the commercial network. The TCP and IP headers of all the packets that traverse this link
are captured by the DAG card, along with the current timestamp. The captured data are streamed to our online
detection algorithms, which are running on the commaodity PC. The PC has three Intel Xeon Y 2.80 GHz CPUs
(cache size 512 KB), 2 Gbytes memory, and SCSI hard disks.

B. Training Sets

Training sets are required to obtain inter-ACK time distributions (see Section V-C). We construct training sets for
our experimental evaluation as follows. First, based on our knowledge on the UMass campus network, we identify
&€ and W, denoting the set of IP addresses known to use Ethernet and WLAN respectively. Themswists of
IP addresses for hosts using 100 Mbps Ethernet in the Computer Science department. /Wheosesists of 1P
addresses that are reserved for the campus public WLAN (an 802.11 network providing wireless access to campus
users at public places such as the libraries, campus eateries, etc.). The numbers of IP addfemseBVirare 648
and 1177 respectively. The training set for Ethernet (or WLAN) is constructed by extracting TCP flows destined
to hosts in€ (or W) from a trace collected at the monitoring point. The trace for Ethernet was collected between
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Fig. 6. Ethernet and WLAN inter-ACK time distributions obtained from training s&ts=(240 us).

February and April, 2005. In early 2006, 802.11g APs were deployed on UMass campus and more users start to
use 802.11g. Therefore, we collected a new set of trace®/29y2006 for WLAN. Note that the training set for

WLAN contains a mixture of 802.11b and 802.11g traffic since a host can use either 802.11b or 802.11g depending
on whether its wireless card and its associated AP support 802.11g.

From the training set (for Ethernet or WLAN), we identify a sequence of ACK-pairs, and discretize the inter-ACK
times to obtain the inter-ACK time distribution. The discretization is as follows. We divide the range from O to 1
ms into 50us-bins, and divide the range from 1 ms2060 ms (which is the maximum value for inter-ACK times)
into 1ms-bins. Fig. 6 plots the CDFs (Cumulative Distribution Function) of the inter-ACK times for Ethernet and
WLAN, where the threshold” = 240 us. We observe tha?.5% of the inter-ACK times for Ethernet hosts are
above600 s, while 59.0% of the inter-ACK times for WLAN hosts are abow€0 s, confirming our analytical
results in Section Il (for Ethernet, the observed value is lower than the analytical result because our analysis is
very conservative; for WLAN, the samples contain a mixture of 802.11b and 802.11g traffic).

C. Test Sets

To validate that our algorithms can detect WLAN hosts while does not misclassify Ethernet hosts, we construct
a WLAN and an Ethernet test set, containing IP addresses known to use WLAN and Ethernet respectively. The
WLAN test set contains the IP addresses1(6f7 addresses) reserved for the campus public WLAN. The Ethernet
test set contains the IP addresses of a subset of Dell desktops that use Ethernet in the Computer Science building. |
contains258 desktops, each with documented IP address, MAC address, operating system, and location information
for ease of validation. Among these desktops’ of them use different versions of Windows operating system
(e.g., Windows 2000, Windows ME, Windows XP, etc.); the rest use different variants of Linux and Unix operating
systems (e.g., RedHat, Solaris, CentOS, Fedora Core, etc.). These hosts are three hops away from the universit
gateway router (and the monitoring point).

In addition to these two test sets, we further investigate whether our schemes can detect connection switchings
and other types of rogue APs by conducting additional experiments in the Computer Science Department. The total
IP space monitored in our experimental evaluation consists of the WLAN test1sat #ddresses) and all the IP
addresses in the Computer Science Department (2540 addresses), totally 3217 addresses.



OFFLINE EVALUATION OF SEQUENTIAL HYPOTHESIS TEST WITH TRAINING RESULTS ONWLAN s (10/20/2006).

TABLE |

OFFLINE EVALUATION OF SEQUENTIAL HYPOTHESIS TEST WITH TRAINING RESULTS ONETHERNET (10,/20/2006).

T=240 us T=400 us
K=10"[K=10" [K=10° [ K=10" [ K=10° [ K =10°
Avg. # of ACK-pairs for a detection 5 6 7 5 6 7
Avg. # of data pkts for a detection 250 288 347 204 235 283
Median detection time (sec) 8 10 13 6 8 11
Number of detections 12,607 10, 882 8,969 15,724 13,567 11,169
Correct detection ratio 99.43% 99.59% 99.61% 99.38% 99.53% 99.61%
ACK-pair ratio 2% 2%
TABLE I

T=240 us T=400 us
K=10"[K=10" [ K=10° [ K=10" [ K=10° [ K = 10°
Avg. # of ACK-pairs for a detection 11 13 16 13 16 19
Avg. # of data pkts for a detection 87 106 124 73 89 106
Median detection time (sec) 0.6 1.0 1.2 0.3 0.6 0.9
Number of detections 4,896 3,990 3,363 5, 860 4,747 4,002
Correct detection ratio 99.88% | 100.00% | 99.97% 99.61% 99.79% 99.78%
ACK-pair ratio 13% 17%
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D. Offline and Online Evaluation

We evaluate the performance of our algorithms in both offline and online manners. In offline evaluation, we
first collect measurements (to the hard disk) and then apply the sequential hypothesis test to the collected trace. Ir
online evaluation, we run the sequential hypothesis test online while capturing the data at the measurement point.
The offline evaluation, although does not represent the normal operation mode of our algorithms, allows us to
investigate the impact of various parameters (€,f.the threshold to identify ACK-pairgys, the threshold in the
sequential hypothesis tests). The online evaluation investigates the performance of our algorithms in their normal
operation mode.

VII. EXPERIMENTAL EVALUATION

We now describe our experimental results. In our experiments, the online detection algorithms make a decision
(detecting WLAN, Ethernet or undetermined) with at m@étACK-pairs, N = 100. A decision of WLAN or
Ethernet is referred to asdetection The time it takes to make a decision is referred taeatection time

In the following, we first evaluate the performance (in terms of accuracy and promptness) of our online detection
algorithms (Sections VII-A and VII-B). We then investigate the scalability of our approach (Section VII-C).
Afterwards, we demonstrate that our approach is effective to detect other types of rogues (Section VII-D). Last, we
show that our approach can quickly detect connection-type switchings (Section VII-E) and is robust to high CPU,
disk or network utilization at end hosts (Section VII-F).

A. Performance of Sequential Hypothesis Test with Training

We now investigate the performance of our sequential hypothesis test with training. The Ethernet and WLAN
inter-ACK time distributions required by this algorithm are obtained as described in Section VI-B. We next describe
results from offline and online evaluation.
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Fig. 7. Detection-time distributions for the trace collected10f20/2006 (T' = 240 us, K = 10°, N = 100).

1) Offline Evaluation:In offline evaluation, we collect measurements on three consecutive daysl,Fyasy 2006
to 10/20/2006. The trace on each day lasts férto 7 hours. The threshold to identify ACK-pairg,, is set to
240us or 400 us. The threshold to decide a host’'s connection tyfie,is set t010%,10° or 105. We next describe
the results for the trace collected @6,/20/2006; the results for the other two days are similar.

Tables | and Il present the detection results for the campus public WLAN and the Ethernet test set respectively.
In both cases we observe that the detection results are similar under different valuasaif<, indicating that our
algorithm is insensitive to the choice of parameters. For all valués afid K, the detection results are extremely
accurate with a correct detection ratio ab®@38%. On average, it takes less thaté ACK-pairs (corresponding
to 250 to 347 data packets) to make a detection for WLAN and less @2@iCK-pairs (corresponding t87 to
124 data packets) for Ethernet. The relatively larger number of data packets for a detection of WLAN compared to
that of Ethernet can be explained as follows. The inter-ACK times in WLAN tend to be large (compared to those
in Ethernet), leading to large inter-arrival times between newly triggered data packets due to TCP’s self-clocking.
When the inter-arrival time of the data packets is larger than the thre§hotbe corresponding ACKs are not
gualified as an ACK-pair. This is confirmed by the lower ACK-pair ratio (i.e., the number of ACK-pairs divided
by the total number of packets) in WLAN traffic shown in Tables | and II.

The detection-time distributions for both WLAN and LAN whén = 10° is shown in Fig. 7. The median
detection times for Ethernet and WLAN are around 1 second and 10 seconds respectively. The much shorter
detection time in Ethernet is due to higher ACK-pair ratios, as explained earlier. We also observe long detection
times (over 5 minutes) in the figure. They might be caused by users’ change of activities (e.g., a user stops using
the computer to think or talk and then resume using it).

Finally, around84% of ACK-pairs used in WLAN detection angh% of ACK-pairs used in LAN detection are
generated by web traffic, indicating that our approach is effective even for short flows.

2) Online Evaluation:In online evaluation, we run our detection algorithm online on three consecutive days,
from 10,/25,/2006 to 10/27/2006, lasting for 6 to 7 hours on each day. We et 240 us, K = 10°, representing a
conservative selection of parameters. Table Il presents the detection results for both test sets. We observe consister
results as those in offline evaluation. That is, the detection is highly accurate and prompt. The average numbers of
ACK-pairs and data packets required for a detection are consistent with those in the offline evaluation. The above
demonstrates the efficiency of our online detection algorithm.



TABLE 1l 15
ONLINE EVALUATION OF SEQUENTIAL HYPOTHESIS TEST WITH TRAINING(10,/25/2006 - 10/27/2006).

10/25/2006 10/26,/2006 10/27/2006
WLAN | Ethernet| WLAN | Ethernet] WLAN [ Ethernet
Avg. # of ACK-pairs for a detection 7 16 8 21 7 16
Avg. # of data pkts for a detection 310 145 351 153 336 135
Median detection time (sec) 9.7 1.2 15.0 0.1 11.4 1.2
Number of detections 23,266 5,798 15,977 | 15,654 | 10,628 2,948
Correct detection ratio 99.58% | 99.93% | 98.44% | 99.92% | 99.72% | 99.76%
ACK-pair ratio 2% 11% 2% 13% 2% 12%
TABLE IV

EVALUATION OF SEQUENTIAL HYPOTHESIS TEST WITHOUT TRAINING ONWLANS.

| Date | 10/18/2006] 10/19/2006] 10/20/2006]
Detection ratio 68% 76% 60%
Avg. # of ACK-pairs for a detection 22 21 19
Avg. # of data pkts for a detection 997 858 903
Median detection time (sec) 105 59 52
Number of detections 3,259 6,539 2,722

B. Performance of Sequential Hypothesis Test without Training

We now examine the performance of our sequential hypothesis test without training. Recall that this algorithm does
not require training sets. It takes at M@§tACK-pairs to make a decision (i.e., detecting WLAN or undetermined).
We apply this algorithm to traces collected betwdér18/2006 and 10/20/2006 usingT = 240 us, K = 105,
and N = 100. For the Ethernet test set, this algorithm detects no WLAN host for all the traces, indicating that
it has no false positives. Note that although this algorithm is derived using analytical results in Section Il (in a
setting where the receiver is one hop away from the router), our experimental results indicate that it is accurate in
more relaxed settings (the Ethernet hosts in the Computer Science building are three hops away from the gateway
router). This is not surprising since our algorithm is based on an extremely conservative analysis (assuming that
the single Ethernet link is full utilized). For the WLAN test set, of all the hosts with at least one ACK-pair, this
algorithm detect$0% to 76% of them as WLAN hosts. Table IV presents the experimental results for the WLAN
test set. In general, this algorithm requires more ACK-pairs and longer time to make a detection than the algorithm
with training.

C. Scalability Study

We investigate the scalability of our approach by looking at its CPU and memory usages of the PC that runs the
detection algorithms (the configuration of the PC is described in Section VI-A). During online evaluation, we sample
the CPU usage at the measurement PC every 30 seconds. The maximum CPU gsHge\usthout optimizing
our implementation), indicating that the measurement task is well within the capability of the measurement PC. For
memory usage, we investigate the space taken by the unacked-data-packet queues since the memory usage mair
comes from storing these queues (see Section V). Fig. 8 plots the CDF of the maximum number of items in each
queue for the trace collected d0/20/2006 (results for other traces are similar). This trace was collected over 7
hours and captureis8 million TCP flows for the IP addresses being monitored (the maximum number of concurrent
flows is 8244). We observe that most of the queues are very slidttof them have less than 3 items, indicating
that the memory usage is very low (each data item only keeps 14 bytes of data; see Section V-A). However, we also
observe very long queues. We conjecture that these long queues are due to routing changes or abnormal behaviol
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Fig. 8. CDF of the number of items in the unacked-data-packet queues.

in the routes. As an optimization to our online detection system, we can discard unacked-data-packet queues longel
than a certain threshold.

D. Detection of Wireless Networks behind NAT

We now demonstrate that our approach is equally applicable to detect other types of rouges, in particular, wireless
networks behind a NAT box. Note that, schemes using MAC address (e.g., [9], [4], [10]) fail to detect this type of
rogue, since all traffic going through a NAT box have the same MAC address (i.e., the MAC address of the NAT
box). We look at NAT boxes in two settings, one configured by ourselves and the other being used in the Computer
Science Department.

1) Self-configured NATWe configure a Linux hostl as a NAT box. HostA has two network interfaces, an
Ethernet card and a ZCOMAX AirRunner/XI-300 802.11b wireless card. The Ethernet interface connects directly
to the Internet. The wireless card is configured to the master mode using Host AP [5] so that it acts as an AP. We
then set up two laptopB andC' to access the Internet through the wireless card.0ofiVhen hostB or C accesses
the Internet, its packets reach hoktHost A then translates the addresses of the packets and forwards the packets
to the Internet through its Ethernet card.

We conduct an experiment df)/26,/2006. The experiment lasts for about two minutes. We obsei3dACK-
pairs. Among them92% of the ACK-pairs are from web traffic via port 80. The remaining ACK-pairs are from
port 1935, which is used by Macromedia Flash Communication Server MX for the RTMP (Real-Time Messaging
Protocol). The sequential hypothesis test with training makesnline detections, all as WLAN host. On average,
one detection is made in evedy ACK-pairs. The above results demonstrate that our test can effectively detect
wireless networks behind NAT boxes.

2) NATs in the Computer Science Departmento NAT boxes in the Computer Science Department provide
a free local network to users in the department. A host may use either Ethernet or WLAN to connect to a NAT
box. All traffic through a NAT box will have the IP address of the NAT box. We monitor the IP addresses of these
two NAT boxes. Our offline detection (frorm0/18/2006 to 10/20/2006) and online detection (from0/25/2006
to 10/27/2006) both indicate a mixture of WLAN and Ethernet connections. The ACK-pair ratios are higher than
that of WLAN and lower than that of Ethernet hosts, which are consistent with the setting that these two NAT
boxes provide both WLAN and Ethernet connections.
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E. Detection of Connection-type Switchings

Next we explore a scenario where an end host may switch between a wired and wireless connection. Our goal
is to examine whether our detection approach can accurately report the connection switchings. We use an IBM
laptop with both100 Mbps Ethernet and4 Mbps 802.11g WLAN connections. This laptop uses a web crawler to
download the first 200 web files from cnn.cotm3 Mbytes of data) using Ethernet, and then switches to WLAN to
download the firsR00 web files from nytimes.com6(5 Mbytes of data). This process is repeated for three times.

We run the sequential hypothesis test with training ugding 240us, K = 10° and N = 100. Our algorithm makes

284 detections283 correct and one incorrect. The correct detection rati69i$5%. This demonstrates that our
approach is effective in detecting connection-type switchings. Therefore, if a host switches between using Ethernet
and WLAN provided by its rogue AP, our approach can effectively detect this rogue AP.

F. Detection under High CPU, Disk or Network Utilization

We now investigate whether the performance of our approach will be affected when an end host has very high
CPU, disk or network utilization. For this purpose, we stress either the CPU, disk or network connection of an end
host, while downloading the first 200 web files from cnn.com using a web crawler at the host. For each scenario,
we conduct experiments for both Ethernet and WLAN connections and detect the connection type using sequential
hypothesis test with training. All experiments are conducted on an IBM laptop with boih Blbps Ethernet and
a 54 Mbps 802.11g WLAN connection card.

We stress the CPU (utilization reachib@)%) by running an infinite loop. For the Ethernet connection, we observe
1077 ACK-pairs and53 detections. For the WLAN connection, we obse®2é ACK-pairs and123 detections. All
the detections are correct. We stress the hard disk by running a virus scanning program that scans the disk. For the
Ethernet connection, we observ&58 ACK-pairs and57 detections. For the WLAN connection, we obseBi@
ACK-pairs and84 detections. Again, all the detections are correct.

To stress the network connection, we conduct two sets of experiments, one stressing the downlink direction by
downloading a large file from the local network; the other stressing the uplink direction by uploading a large file
to the local network. Note that both cases only generate traffic in the local network, not captured at the monitoring
point, and hence does not interfere with data monitoring. When stressing the downlink, we ¢ldsef@K-pairs
and42 detections for the Ethernet connecti@é) ACK-pairs and72 detections for the WLAN connection. When
stressing the uplink, we obserd88 ACK-pairs and21 detections for the Ethernet connectioty7 ACK-pairs
and 46 detections for the WLAN connection. All the detections are correct. We observe that while stressing the
downlink or the uplink, the number of ACK-pairs is significantly smaller than that when stressing CPU or disk.
This is due to cross traffic generated by the local downloading or uploading activities. We also observe that the
number of ACK-pairs is less when stressing the uplink than that when stressing the downlink. This is because the
uploading data packets may be inserted between ACKs and lead to less ACK-pairs.

In summary, the above results indicate that our detection approach is effective even when hosts have high CPU,
hard disk or network utilization.

VIII. DISCUSSIONS
We next discuss several issues related to rogue AP detection.
A. Locating Rogue APs

Our approach to detecting a rogue AP also helps to locate the rogue AP. Let us consider a common scenario
in which a WLAN host is connected to a rogue AP, which is connected to an access router via one or multiple
switches. In this scenario, the rogue AP can be located using the following steps. First, a network manager detects



the IP address of the WLAN host at the monitoring point, and then locates the access router of this hoslt8 based on
the host's IP address and the subnet addressing structure. From the ARP table at the access router (which store
the mapping between an IP address and its corresponding MAC address), the network manager further determine:
the MAC address of the WLAN host. Afterwards, the network manager uses the identified MAC address to obtain
its corresponding switch port by SNMP querying the first downstream switch connected to the access router (this
is through the switch table at the switch, which stores the mapping between a MAC address and a switch port).
Last, the network manager sequentially queries downstream switches (if any) to locate the switch port (and hence
the physical location) of the rogue AP.

B. Rogues by Authorized Users

Our scheme can easily detect rogue APs installed by hosts not authorized to use WLAN. We next discuss the
case that rouges are installed by hosts authorized to use WLAN. We consider two types of local networks: purely
wireless networks (i.e., all IP addresses are allowed to use wireless connections) and mixed networks (i.e., networks
supporting both Ethernet and wireless connections).

Purely wireless networks.In such a network, a wireless hadtmay set up another wireless card as a rogue AP

for an illegitimate hostB (as described in Section VII-D). In this case, packets frlBmvill have the IP address

of A, which is an authorized WLAN address. Therefore, our scheme does not detect this type of rogue directly.
However, since hosB connects to the Internet through two wireless hops, its traffic characteristics will differ from
those through a single wireless hop and those through Ethernet, and hence can be detected through traffic analysi:
An accurate detection scheme for this type of rogue is left as future work.

Mixed networks. In such a network, we consider two scenarios. In the first scenario, the IP address blocks for
Ethernet and WLAN connections do not overlap. Then a host will have different IP addresses for its Ethernet and
WLAN connections. In this scenario, if a host authorized to use both Ethernet and WLAN installs a rogue AP on
its Ethernet connection, the host obtains an IP address in the Ethernet block and the associated rogue AP will be
easily detected by our scheme. If the host uses its authorized WLAN connection to connect to the Internet and sets
up another wireless card as a rogue AP for an illegitimate host, then this illegitimate host connects to the Internet
via two wireless hops, and can be detected through traffic analysis (as described for purely wireless networks.)

In the second scenario, the IP address blocks for Ethernet and WLAN connections overlap. Then a host may
maintain the same IP address for both Ethernet and WLAN connections. Similar to the first scenario, we can detect
rogue APs that provide hosts Internet connection using two wireless hops through traffic analysis. However, a
host authorized to use WLAN may also set up a rogue AP on its Ethernet connection for itself to connect to the
Internet. This type of rogue cannot be detected by our scheme or traffic analysis (since this host only use a single
wireless hop). However, in this case, our scheme can be combined with RF-sensing schemes so that only hosts ir
the authorization list need to be closely monitored by RF sensing.

The above discussions imply that, to achieve tighter security, it is better to use separate IP blocks for Ethernet
and WLAN connections.

C. Possible attacks to our approach

Our approach is based on inter-ACK times. It is effective for the common scenario where a rogue AP is installed
by an innocent user (for convenience or flexibility). It is also robust against MAC-address spoofing attacks. However,
a rogue AP may change the inter-ACK times to elude being detected by our algorithms. For instance, it may reduce



the inter-ACK times by buffering ACKs first and then releasing them in a batch in order to disguise thelgraffic as
Ethernet traffic. Such a camouflage, however, will inevitably increase local RTTs (i.e., the portion of RTT inside
the WLAN). Therefore, we may combine inter-ACK time and local RTT measurement to detect such a camouflage.
An effective scheme is left as future work.

IX. CONCLUSIONS

In this paper, we have proposed two online algorithms to detect rogue access points, based on real time passive
measurements collected at a gateway router. Both algorithms exploit the fundamental properties of the 802.11
CSMA/CA MAC protocol and the half duplex nature of wireless channels to differentiate Ethernet and WLAN
TCP traffic. Central to both algorithms are sequential hypothesis tests that determine a host's connection type
in real time by extending our earlier TCP ACK-pair techniques [25]. One algorithm requires training sets, while
the other does not. Extensive experiments in various scenarios and over hosts with various operating systems
have demonstrated the excellent performance of our approach: the algorithm that requires training provides rapid
detection and is extremely accurate; the algorithm that does not require training détéets% of the wireless
hosts without any false positives; both algorithms require computation and storage well within the capability of
commodity equipment. Furthermore, our scheme can detect connection switchings and wireless networks behind a
NAT box. Last, our scheme remains effective for hosts with high CPU, hard disk or network utilizations.
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APPENDIX I
PROOF OFTHEOREM 1

In the Ethernet setting, we ignore the transmission time of an ACK since it is negligible. For convenience, we
introduce atime unitof 30 us. Measurement studies show that the average packet size on the Internet is between
300 and400 bytes [23], [20]. For ease of calculation, we assume that all cross-traffic packetgabgtes. Then
the transmission time of a cross-traffic packet oma Mbps link is 1 time unit.

Recall thatA 4 denotes the inter-ACK time of ACKgl; and As. We discretizeA 4 using the time unit and
denote the discretized value &s, that is,/4 = [A4/30]. Let Ap denote the inter-departure time of packés
and P; at queue@p (i.e., the queue at the router in the direction of data packets). Similarly, we disctetjize
and denote the discretized value las that is,/p = |[Ap/30]. We next state three lemmas that are used to prove
Theorem 1.

Lemma 1:Let Z = Ip — 8. Whenpp = 1, Z follows a Poisson distribution with the mean ®time units.

Proof: One component afp is the transmission time of packe® and P, at queu&l p, which is2x120/30 =
8 time units (sinceP; is 1500 bytes and the bandwidth of the link between the router and the receil@d Iglbps).
The other component dfy is the (discretized) transmission time of the cross-traffic packets that arrive beRyeen
andP; at@p, denoted as/. ThenZ = Ip—8. By the M /D/1 queue assumptior¥, follows a Poisson distribution.
Furthermore, since the inter-arrival time Bf and P; at Qp is 2 x 120/30 = 8 time units (sinceP; is 1500 bytes
and the bandwidth of the link between the source and the routélid/bps), on average§ cross-traffic packets
arrive betweenP; and P; at Qp. This is because, givepp = 1, the arrival rate of cross-traffic packets@p is
1 packet per time unit, equal to the processing rate. Therefore, the mearisdf time units. ]

Lemma 2:Supposelp = x time units. Whenp, = 1, the conditional distribution of 4 given I follows a
Poisson distribution with the mean oftime units.

Proof: From Fig. 2(a),l4 is the same as the inter-departure time of ACKsand A3 at queue 4. Since
we assume no other traffic between the router and the receiver, the inter-arrival titgeaofl A3 at queueQ 4 is



the same agp. Therefore, given thafp = z time units, the number of cross-traffic packets arriving betvwegén

and A3 at queue) 4 follows a Poisson distribution with the mean ofime units (following a reasoning similar to

the proof for Lemma 1). Therefore, the conditional distribution/ gfgiven Ip = x follows a Poisson distribution

with the mean ofr time units. ]
Lemma 3:Whenpp = pa =1,

2, 8v 88 L yle Y
P IA S xT) = .
( ) ;3 (y — 8)! pr S H
Proof: This follows directly from Lemmas 1 and 2. ]

We now proceed to prove Theorem 1.

Proof: We first prove the theorem whem, = p4 = 1. Under this condition, from Lemma 3, by direct calculation,
we haveP(I4 > 20) = P(A4 > 600 pus) < 0.18.

We next prove that the theorem also holds wlier< pp < 1 or0 < ps < 1. WhenO < pp < 1, the
inter-departure time of data packd® and P; at queue®)p is no more than that whepp = 1. Similarly, when
0 < pa < 1, the inter-departure time of ACKgl; and A3 at queue@ 4 is no more than that whepy = 1.
Therefore,P(A4 > 600 us) < 0.18 also holds wher) < pp <1 0r0 < pg < 1. [ ]

APPENDIXII
PROOF OFTHEOREM 2

We first present a lemma that is used to prove Theorem 2.

Lemma 4:Let g(n,q) = Zy:[(nﬂ)/% (?)qi(l — q)" %, Then g(n,q) is an increasing function of, where
0 < ¢ < 1. Furthermorelim,, ., g4(n) =1 for ¢ > 1/2.

Proof: We first prove the monotonicity of the functiari{n, ¢) with respect tog.

dg(n,q) Z n!

i1
o4 A —d e

)n—i

il(n —1)!

n—1 |
n.

_ Z %qi(l N q)n—i—l
1 —i— 1)
=L 1)/2] illn—i—1)!

n—1

! A ,
= Z L'qa(l .

=Ly 310 =3 1)

n—1

n! ’ ,
— E - - qz(]. _ q)n—z—l
| —7—=1)!
= 1)/2] illn—i—1)!

nlgl /2011 — gyl
([n+1)/2] = D)i(n— [(n+1)/2])! =

Henceg(n, ¢) is an increasing function of, 0 < ¢ < 1.



. . , . 22,
We now prove the second part of the lemma. Assume {{ia} is a set of i.i.d Bernoulli random variables with
P(X; = 1) = q. By the definition of a binomial distribution,

i1 Xi
9a(n) = P(1 =57 2 1)

(n+1)/2
We have i i §
(%E)l fﬁ < L(%i% 1= Z;L:/IQXZ vn.
By the strong law of large numbers, we also have
nh_)nglo W/Z;)l—i—le = nl_}rgo :L:/IQXZ =2q a.e.

Therefore,
lim 72?:1 Xi =
nmso [(n+1)/2]

Since almost sure convergence implies convergence in probability [22], we have
n
. ¢
lim P(|—==L"" _9¢[>€) =0 Ve>0
A (|L(n+1)/2J q‘—€> €=

which is equivalent to

noX.
lim P(—==L" (29 —¢,2 =1 Ve>0.
A (L(n+1)/2J € (20— €2 +c)) €=

Since forg > 1/2 and0 < € < 2¢ — 1, we have

1 Xi
1> g4n) = P(m > 1)

i1 Xi
> P(m € (2q—6,2q+6)).

It follows thatlim,, ., gq(n) =1 for ¢ > 1/2. [
We now prove Theorem 2. Lefts(Al),...,A(:) be the ordered statistic ak{!,..., A2 in the ascending order.

For simplicity, we uset™s(A ) = AL TD/2) regardless: being even or odd.
Proof: Letu = P(A4 < 600 us).

n

)ul(l o u)nfi

1

P(E5(AL) <600 us) = Y. (
i=[(n+1)/2]

= g(n,u),
whereg(n,u) is as defined in Lemma 4. By Lemma d(n, q) is an increasing function of for 0 < ¢ < 1. By
Theorem 1, we know:, > 1 — 0.18 = 0.82. Therefore, we have(n,u) > g(n,0.82). Hence,P({%(A4) < 600

us) > g(n,0.82). By direct calculation, we hav®(£'; (A 4) < 600 ps) ~ 1 for 43 < n < 100. Furthermore, since
0.82 > 1/2, by Lemma 4, we havéim,, . P(£4(A4) < 600 ps) = 1. [ |
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PROOF OFTHEOREM 3
Before proving Theorem 3, we first state a lemma that is used in the proof.
Lemma 5:Let AZDZH represent the inter-arrival time of data pack&sand P;,; at the AP,; = 1,2,3. Then

P(AD ) <1570 ps) ~ 1, P(AD | < 325 ps) > 0.89.
Proof: Let I}, be the discretized value &k, ,, i.e., I, = [AF;,/30]. Whenpp = 1, similar to the
proof of Lemma 1, we can show that}, | follows a Poisson distribution with the parameter of 4 time units. Then

414—4

P(AP,, < 1570us) > P(IF,, =52) = 302, ‘=i ~ L. Whenpp <1, the value ofAf}, is less than that

whenpp =1, and henceP(AlDZJrl < 1570us) ~ 1 also holds. Similarly, we obtaniP(Af?i+1 < 325 ps) > 0.89.

[ |

We now prove Theorem 3.

Proof: Let C denote the condition thah?. 41 < 1570 ps, @ = 1,2,3. Under this conditionF;;; arrives at the
AP before the AP finishes transmitting, since the MAC service time of a data packet is at 16a8380 ps in 11
Mbps 802. 11b Assuming independence, we have
P(C) = (AZDZJrl < 1570 us). From Lemma 5,P(C) ~ 1. Let C denote the complementary condition of
C. Then

P(A4 > 600 ps)
= P(As>600 us| C)P(C)+ P(A4 > 600 pus | C)P(C)
> P(A4>600 us| C)P(C) =~ P(Ax > 600 us | C)

We now deriveP(A4 < 600 us | C). To satisfyA4 < 600 s, no data packet can be transmitted between
A; and As, since the transmission time of a data packet is at €8 ps. Therefore, only the following two
sequences are possible; P3 A1 A3 Py and P,Ps Py A As.

We first derive the probability that the first sequence occurs given conditidince P, arrives at the AP before
the AP finishes transmitting’;, the receiver and the AP contend for the wireless channel: the receiver needs to
transmit ACK A; (which is generated corresponding to packg} while the AP needs to transmit packet. Let
¢ denote the probability tha#l; obtains the channel earlier thap. Since this probability can be affected by
many factors (e.g., the timing whety reaches the MAC layer, when pack@i can be transmitted), we assume
can take any value ifD, 1. When P, transmits earlier tham;, A; will contend with packetP; for the wireless
channel. In this case, we assume tHatand P; are equally likely to win the contention, since they can both be
transmitted immediately. To summarize, the probability tRatand P5 are earlier thard; is (1 — ¢) x 1/2, the
probability thatA; and As are earlier tharP, is 1/2 x ¢ (for similar reasons as described earlier). Therefore, the
probability that the first sequence occurs givens (1 — ¢) x 1/2 x 1/2 x ¢ = ¢(1 — ¢)/4.

For the second sequence, the probability of havw@nd P; earlier thand; is (1—¢)x1/2; the probability that®,
is earlier tham4; is 1/2. Therefore, the probability that the second sequence occlirs-i8) x1/2x1/2 = (1—¢) /4.

In both sequences, to satisfy, < 600 us, we also require the MAC service time df; to be less thar600
us. The probability of this condition being satisfied (800 — 508),/620 = 92/620. Therefore,

P(A4 <600 us | C) = [gb(l — ¢)/4+ (1 — ¢)/4]92/620

_ Lo 2
= ( ¢)620<004

Hence,P(A4 > 600 ps) > P(A4 > 600 us | C) > 1 — 0.04 > 0.96. m



24
APPENDIXIV

PROOF OFTHEOREM 4
Proof: The proof is similar to that of Theorem 3. Létdenote the condition thaﬂ&i’f’i+1 <325 us,i=1,2,3.

Under this conditionp;, ;1 arrives at the AP before the AP finishes transmittiigsince the MAC service time of a
data packet is at lea8®5 yus in 54 Mbps 802.11g. Then assuming independence and from Lemmg’g,> 0.89°.

We now obtainP(A 4 < 600 us | C). To satisfyA 4 < 600 us, there can be at most one data packet transmitted
between ACKsA; and As, since the minimum transmission time of two data packets and one ACK exéeeds
us. This constraint leads to the following four possible sequenée®s A1 A3Py, PoP3PyA1 Az, PoA1P3AsPy,
and P,P3 A1 Py As. The first two sequences are the same as those in the proof of Theorem 3. They occur with
respectively the probabilities af(1 — ¢)/4 and (1 — ¢)/4, where ¢ is the probability that ACKA; transmits
earlier thanP,. Following a similar reasoning as that in the proof of Theorem 3, the probability that the third
sequence occurs il — ¢) x 1/2 x 1 x ¢ = ¢(1 — ¢)/2, and the probability that the last sequence occurs is
(I—¢)x1/2x1/2x1/2=(1-¢)/8.

For the first two sequences, we hae, < 600 us. For the third sequence, to satisfy, < 600 us, we
need the total MAC service time d?; and A3 to be below600 ps. Similarly, for the fourth sequence, to satisfy
A4 < 600 pus, we need the total MAC service time df, and A; to be below600 us. Let X andY denote
respectively the MAC service time of a data packet and an ACK. Then for both the third and the fourth sequences,
we needX +Y <600 us. Leta = P(X +Y <600 us). As described in Section IlI-DX andY are uniformly
distributed in[325, 460] us and [109, 244] us, respectively. Then, by a standard technique, we have

(244 — 140) x (460 — 356)/2

—1- = 0.70.
“ (460 — 325) x (244 — 109)

Hence,

P(A4 <600 us | C)
p(1—9¢)/4+(1—-9¢)/4+ap(l—9)/2+a(l—¢)/8
= (—877184)2 + 38451¢ + 49267) /145800 < 0.37.

Therefore,P(A 4 > 600 ps) > P(A4 > 600 us | C)P(C) > (1 —0.37) x 0.893 = 0.45. m



